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Abstract

With systems ranging from on-board satellite control systems to control systems in consumer cars
being built using commercial-off-the-shelf (COTS) software components, care must be taken to ensure
that faults do not propagate through the software interfaces. Large scale systems consist of hundreds of
COTS software components and assumptions on the software interfaces are a source of dependencies.
The cause for failures in multi-million dollar satellite systems to casualities of civilians using computer
contolled systems have been traced by experts to lack of propagation of software dependencies. In this
paper, we provide a mechanism to automatically track the dependencies on software interfaces, manage
the propagation and composition of these assumptions. We also automatically verify if it is safe to

integrate, change and/or upgrade components based on assumptions made on software interfaces.

1 Introduction

Commercial-off-the-shelf (COTS) components have made their way from cruise control systems in
cars to complex satellite control systems. It is common for multi-million dollar systems to be built by
integration of COTS components. These COTS components are usually developed by disparate vendors
though distributed software development within the same company also has given rise to components

which provide a black-box interfaces similar to COTS components. We define syntactical software inter-



face as the interface which is used to actually exchange data between interacting modules. They contain
the format for data exchange (for example, the traditional C or Java software interfaces). Traditional
real-time systems make quite a few assumptions on the environment. For example, there is a worst-case
response time for a filter, which may not be a part of the syntactical software interface of the filter. Also,
system-wide properties need to be satisfied in these real-time systems, which are rarely a part of the
syntactical software interface. For example, worst-case response time for an event in a building security
system needs to be satisfied, regardless of the individual COTS components the system is built from.

There have been several catastrophic failures in systems built out of COTS components where the
dependencies have not been propagated comprehensively between components. For example, there has
been an infant fatality in a passenger car which the experts have traced to a failure of dependency
propagation between backup and main airbag controller [4]. In short the following analysis for the
accident was given. The airbag was disabled for the child seat, and the status was propagated only to
the primary controller and not the backup controller. The backup controller having a simple logic of
deploying all airbags on impact caused the fatality.

Also, a survey we conducted on a bug database of open-source software [5] indicates that algorithmic
defects in software are fewer than the defects (> 60%) that are related to integration issues. In real-time
systems, they manifest themselves as environmental assumptions made by the software interface. We
conjecture that this development is due to mature unit-testing tools (where the algorithms are embedded
in individual modules) and efficient use of model checking tools. The state space of model checking
tools is managable for individual components, while they face combinatorial explosion while searching a
complete system consisting of a large number of possible states.

The rest of the paper is as follows. To motivate the problem, we model a complete working system
- a control system which balances an inverted pendulum and analyze the implicit and environmental
assumptions in section 2. This is a simple system consisting of four software components. We show
that excess of forty non-syntactic assumptions are made on the software interfaces even in this simple
system. There are systems being built using tens or even hundreds of COTS components and one can
notice how without an automatic dependency tracking system, the system can become unmanagable.
The example motivates the need for property interfaces which is dealt in section 3. We explain the
details of our framework in section 4. We next model the airbag system in the car example presented
above as a control system consisting of a primary and backup controller and analyze how our dependency

propagation framework can avert such problems in section 5. We then present related work in this field



in section 6 followed by the conclusions and future work.

2 A real-world example - Inverted Pendulum Controller
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Figure 1. Software interfaces in the inverted pendulum control system

To illustrate the significance of this problem, we chose a real-world example of an inverted pendulum
being controlled by feedback control. There are 4 major components exposing their software interfaces -
the controller, the actuator, the sensor and the plant proxy exporting the plant properties. In addition
to what is controlled directly by software, there is a large set of assumptions made on the environment
and system properties. For example, the controller assumes the mass of the cart, mass of the pendulum,
frictional constants of the cart and the pendulum and the length of the pendulum. The physical plant
assumes the units of the new track position and the displacement directions. The sensor assumes the
units of angle needed by the controller, the controller assumes the delay in sensing when it receives input
from the sensor. These assumptions are just to name a few. In addition, though the controller does
not interact with the plant proxy directly, changes in plant properties affect the controller logic and

vice-versa. For example, the controller outputs are specific to a particular mass of the pendulum.

3 Property Interfaces and Classification of Properties

To counter this problem of tackling dependencies between modules which do not interact, we introduce
the notion of property interface. Property interfaces are used to propagate the system and environmental
properties. They can exist between modules which may or may not interact. There are some spe-
cific characteristics of real-time systems regarding the pattern of property changes. Real-time systems

software have dependencies on the hardware and environment in addition to the traditional software



interfaces. The properties in real-time systems change in a particular pattern and this warrants the
following classification of properties.

We classify the properties as
System configuration properties
Static properties
Dynamic properties

System configuration properties are those which do not change for a particular mission or run of a
real-time system. For example, the mass of the pendulum is a system configuration property since it
does not change for a particular run. If a different pendulum is used for a different run, this property will
change for that run. Static properties are those which never change during the lifetime of the software.
For example, if the logic for controller assumes the units of mass, the units for mass is a static property as
long as the controller software is not changed. This will greatly increase the ability of properties which are
assumed in the logic to be exposed and thus reduce the errors due to incompatible assumptions. Dynamic
properties are those which change along the mission or run, but at a rate much less than real-time data
flow between the modules. For example, consider the wear of the pendulum gear. If the manufacturer
mentions that it needs to be replaced after running for 1000 hours, the pendulum property indicating
replace or do mot replace can be configured as a dynamic property.

With such a simple real-time system consisting of four software components itself having in excess of
forty non-syntactical assumptions, one can see how the implicit assumtions and the dependencies that
arise out of the assumptions can easily become unmanagable in a system consisting of tens or hundreds
of software components exposing interfaces.

In addition to tracking and propagating these dependencies, it is very important to compose system-
wide properties and provide a simpler interface for a larger sub-system. We define composition of a set of
properties Pi, Py, ..., Py with the funtion f as the result of the function f(Pi, P,,..., P,). For example,
the loop delay in the controller example is the sum of the delays of the controller, actuator and the
sensor. Composition is used to verify system-wide properties. For example, if the sum of delays of a set
of modules needs to be less than a limit, the delay of each module is specified as a property and there is

a composition function which will verify whether the delay limit holds.



4 Framework

We have created a tool with an XML backend, which can be used to encode these assumptions and

track the dependencies efficiently. Our tool performs the following functions.

Every module’s requirements and guarantees are stored in a backend engine, based on XML. Re-
quirements are stored as XML schemas and guarantees as XML documents which match XML

schema documents?.

The tool automatically tracks dependencies between the modules that arises based on the interface

assumptions made and flags the inconsistencies.

The same setup can be used to upgrade software or hardware modules and the tool will certify

based on the assumptions made on the software interfaces as to whether the upgrade is safe or not.

The tool has provisions for inserting the functions to compose the properties. For example, the
users can insert a function which will say, given the execution times and periods of a set of modules
being executed in a processor, give the schedulability of the set. Similar compositional properties
w.r.t other real-time properties like delay and jitter can be easily incorporated using a simple

composition function.

In addition to composing properties, the tool has provisions for a mechanism to compose modules
for ease of managability. The system integrator can combine several modules and view it as a sub-
system with well-defined input, output and assumptions. A compose and decompose function can
be plugged in at the output and input respectively and a number of assumptions that are satisfied
internally can be reduced in the external view of the subsystem, by composition. Still, if these
assumptions are violated, a mismatch will be flagged. This feature increases the managability of

the system without compromising on the assumption mismatch detection capability.

Real-time specific properties defined above can be checked and propagated between modules. For
example, the users can classify each property as static, configuration specific or dynamic which
will configure the time for consistency checks. In addition, users can specify application specific

properties.

IThere is an automatically generated GUI for an XML schema which greatly increasesthe usability of the tool and it

can also be usedto verify the validity of XML documents with respect to the schema.



4.1 lllustration with the inverted pendulum system

Each module in the inverted pendulum sub-system exports a schema for requirements and assumptions
on the interacting and non-interacting modules and requirements which are not specified in the syntactical
interface. This schema can be satisfied by any module which exports a guarantees document, an XML
document which matches the schema. For example, the controller has assumptions which need to be
satisfied by the sensor module and the physical plant (proxy) module. This schema is illustrated in Fig 2.
There are limitations to specifying restrictions using XML schema. XML schema is very powerful and
checking becomes very efficient for specifying restrictions on a particular property. But, specification of
restrictions which are algorithmic in nature - for example, stating that the latest timestamp of the sensor
is greater than all the previously recorded time-stamps is not straight forward using an XML schema.
There are languages developed specifically for these constraints - like OCL. We have provisons in our
tool for plugging in external tools which can be used to compare OCL type of restrictions. Extensibility
is one of the main features of our tool. For proof of concept of extensibility, we have plugged in a tool
which will automatically generate a Java-GUI for a particular schema using which users can create and

verify the guarantees document.

<complexType name="controller_requirements_type">
<sequence>
<choice>
<element name="sensor_properties" type='"cs:sensor_properties_type"/>
<element name="physical_plant_properties" type='"cs:physical_plant_properties_type"/>
</choice>
</sequence>

</complexType>

Figure 2. Schema for controller requirements

The properties which need to be satisfied by the sensor module and a corresponding sensor guarantees
document are shown in Figures 3 and 4 respectively. This is a simple example which is illustrated to
delineate the working of the backend. The backend engine in a industrial scale project will typically
handle hundreds of modules with each module making the same order of assumptions. Also, a Java
based GUI is automatically generated using a community tool for a schema which renders the task of
encoding the assumptions very user-friendly. Once the assumptions are encoded, the system becomes
machine checkable for inconsistencies of the requirements and assumptions made on the module which

may not pertain to the syntactical interface. Also, more than one module can satisfy the requirements



posted by a particular module. For example, there may be many controller modules available satisfying
the pendulum(plant) properties. Any such module can be selected. Thus, there is a natural mechanism
for supporting requirements specification and module selection based on QoS properties of the software

interface?.

<complexType name="sensor_properties_type">
<sequence>
<element name="max_sensing_delay" type="cs:max_sensing_delay_type" cs:type="system_configuration"/>
<element name="sensing_delay_units" type="cs:sensing_delay_units_type" cs:type="static"/>
<! --Other definitions follow-- !>
</sequence>

</complexType>

<simpleType name="max_sensing_delay_type">
<restriction base="double">
<minExclusive value="0.0"/>
<maxInclusive value="10.0"/>
</restriction>

</simpleType>

<simpleType name="sensing_delay_units_type">
<restriction base="string">

<enumeration value="milli_seconds"/>

</restriction>
</simpleType>
<! --Other definitions follow-- !>

Figure 3. Schema for sensor properties in controller requirements

We can compose a set of modules and hide the requirements and assumptions which are satisfied by
guarantees internally. For example, in the figure 5, the guarantee 31 satisfies requirement/assumption
R3; and the guarantee G3p satisfies requirement/assumption R3p. Thus a simpler interface will be
available after composing the modules. Any internal guarantee assumption/requirement mismatch will

still be caught locally and flagged. This feature facilitates easier management of modules.

2This can be supported easily, but the current focus of researd is to manage dependenciesarising out of assumptions

on the software interfaces.



<sensor_properties>
<max_sensing_delay>3</max_sensing_delay>
<max_angle_error>1</max_angle_error>
<max_track_error>1</max_track_error>
<angle_units>degrees</angle_units>
<track_units>meters</track_units>
<sensing_delay_units>milli_seconds</sensing_delay_units>
<angle_reference>vertical</angle_reference>

</sensor_properties>

Figure 4. Sensor guarantees document
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Figure 5. Combining a set of modules with decompose and compose modules

5 Modeling airbag deactivation example

There was a fatality caused in a passenger vehicle due to deployment of a deactivated airbag. The
experts after analysis have given the following possible explanation for the mishap. The deactivation of
the airbag is software controlled but the vehicle had primary and backup controllers for the airbag. Under
certain harsh environmental conditions, the primary airbag controller is assumed to have failed and the
backup airbag controller takes control. The backup airbag controller has a simple logic of ‘deploying
all airbags on impact’. There is a lack of propagation of the external non-syntactical dependency that
even under harsh environmental conditions, the backup airbag controller must not activate the airbag
under this condition. We can model the problem as a primary and backup contoller based airbag
system. This system will be very similar to the inverted pendulum controller, but with two controllers
and an activator module which enables one of the two controllers. While modeling the environmental
dependencies of the backup controller, there will be a mismatch between the guarantee of the main airbag
controller deactivation and the backup airbag controller requirement that all airbags need to be deployed

on impact. The primary and backup controllers do not communicate directly, they are activated or



deactivated by the activator. Our tool will be immensely helpful in capturing such dependencies (This
is similar to the dependency captured between the controller and the plant module in the inverted
pendulum example, when the pendulum mass changes, though the pendulum proxy does not interact
with the controller directly, the dependency is captured and an assumption guarantee mismatch will be

flagged.).

6 Related work

Real-time CORBA by Schmidt et.al.[7] has provided middleware solutions to building real-time sys-
tems. Based on this work, there has been an effective solution to manage the QoS properties of the
system adaptively and at run-time [6]. Composition of real-time systems has been dealt addressed in
[10]. Our work differs from the above in the sense that it tracks dependencies based on assumptions
made on software interfaces. Also, our tool allows capturing dependencies between modules that do not
interact through the notion of property interfaces. MetaH [11] provides a framework for designing real-
time systems and allows system dependencies like OS, etc to be encoded. But, their work is strongly tied
to fixed priority scheduling. Also, CORBA [2], COM [1] and DCOM][3] have facilities for composition,
but their focus is on reusability rather than tracking implicit dependencies that arise out of assumptions
made on interfaces. The CORBA trader service allows capturing properties on a software interface, but
it does not track dependencies that arise based on these assumptions nor is there a notion of capturing
dependencies between modules that never interact. The simplex architecture [9],[8] has provided a means
of reliably upgrading software. This is a safe run-time upgrade solution for control systems, which also
necessitates a safety/fallback component when the main software fails, while the work in this paper is

focussed on capturing the anamolies before the upgrade or deployment takes place.

7 Conclusions and future work

In this paper, we presented a framework for capturing assumptions and requirements which are not a
part of the syntactical interface. This is paramount in real-time systems since real-time systems make
large number environmental (and other) dependencies that are not a part of the syntactical interface.
Automatically tracking these dependencies will reduce a large proportion of testing time and reduce the
number of end product defects. We presented our framework with a simple inverted pendulum controller
example and illustrated that this simple system itself deserves a lot of attention to non-syntactical

assumptions and guarantees provided. Also, our framework is based on a backend XML-based engine



which can support plugging in of external tools for composition and consistency checks. As a part

of the future work, we plan to automatically track the dependencies of a real-time system which has

large number (in the order of tens or hundreds) of software modules, and determine the percentage of

end-product defects which can be averted, and the reduction in testing efforts.
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