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OVERVIEW: FAULT TOLERANCE IN COMPUTATIONAL SYSTEMS

Algorithm-Based Fault Tolerance (ABFT)

Triple Modular Redundancy (TMR)
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ALGORITHM-BASED FAULT TOLERANCE (ABRAHAM ET AL., 1984 ON)
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e ABFT protects algorithm /computation against faults by:

1. Encoding operands to introduce redundancy

2. Modifying algorithm to operate on encoded data
3. Checking for and correcting errors

4. Decoding

e Harder to design than TMR

— needs to respect /exploit algorithm and fault structure

C. Hadjicostis, DSPG/MIT, July 1997



OUTLINE

e State-space representations of dynamic systems
e Lincar time-invariant (LTI) systems in state space form

e Equivalent redundant systems through embeddings
Characterization of redundancy in LTI case through a standard system

e Error model and examples of fault-tolerant systems

— TMR, Checksum, Linear Coding
— Adaptive Scheme

e Conclusions
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DYNAMIC SYSTEMS IN STATE-SPACE FORM

e State summarizes relevant past for future behauvior:

Next State = f(Current_State, Current_Input)
(Current Output = g(Current_State, Current_ Input))

e Applications:
state-variable filters, observers, scheduling in computing networks,
manufacturing systems, finite automata

e 'To achieve fault tolerance we use an embedding:

1. Map original state space “homomorphically” into a larger space
(the encoding of the original state is preserved under the evolving
state of the larger system)

2. Enforce one-to-one correspondence between states of original and
redundant systems under fault-free conditions
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EMBEDDINGS OF LTI STATE-SPACE SYSTEMS

Original System Redundant System

ok +1] = Azlk] + Bu[k] | "EUU | e 1) = A¢lk] + Bulk]

(ylk] = Cxlk]+ Dulk]) | =L (ylk] = CE[k] + Dulk] )

x 18 n-dimensional ¢ is p-dimensional

Under fault-free conditions:

e Concurrent Simulation: x[k| = L¢[k| for all &k, and
e Additional Restriction: £[k] = Px|k| for all k

A fault is detected when:

e Redundant state vector is not in the column space of @, or, equivalently,

e O[] # 0 (for an appropriately chosen parity check matriz ©).
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STANDARD REDUNDANT LTI STATE-SPACE SYSTEM

THEOREM:
All redundant systems for original system (A, B) with state evolution equation:

xlk + 1] = Ax[k] + Bulk]

are stmzilar to the following standard one:
Enlk+1] | | A Ap B
_ O AQQ ga[k] + O

Eoolk + 1]
The redundancy introduces modes that are unreachable under fault-free conditions.

ulk]

&b+ 1) =

with Aj9, Aoo arbitrary.

e Decoding: z|k| = L&, k], where L, = [ I, 0 }

e Encoding: {,[k] = Py k], where & = { ]On }

o Parity Check Matrix: Check if ©, &[k] = | 0 I, | &[k] =0
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HARDWARE IMPLEMENTATION AND ERROR MODEL

Flow Diagram (ruled out)

Fault-tolerant capabilities of

redundant system depend on: u[k] bo yIK]

1. Hardware implementation k1]

2. Kinds of faults expected Delay

x[K]
Our assumptions: ‘ b
~ resizebox4.6in! _ C 1
e [mplementations with delay-adder-gain A—a B=1
interconnections (flow diagrams) C—b +aby D=b,

e Longest delay-free path of length 1

Consequences:

e Multiplier gains appear directly as entries in the matrices

e A fault corrupts a single entry of A or B
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EXAMPLE: TRIPLE MODULAR REDUNDANCY

o[k + 1] A0 O B
Ek+1=|22k+1] | =0 A 0 |€k]+ | B |ulk]
3k + 1] 00 A B
Possible decoding, encoding and parity check matrices are:
I
" —I, I, O
L=|1,00|, &=|1,|, @_{_[n . In]
I,
Similar standard system:
A0 0 B
SGk+1=[0A 0|&K+| 0| ulk]
00 A 0

Corresponding standard decoding, encoding and parity check matrices:

I,
Ly=|1, 0 0], &, =10 |, @U_[

O[n()]
0

0 0 I,
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&

XAMPLE: FAULT-TOLERANT STATE FILTERS (CHATTERJEE AND D’ABREU, 199

3))

Encode using a coding matriz £ (of dimension d X n):

A 0

ﬂkﬂ]_{mo g

EB

§IK] +

The decoding, encoding and parity check matrices are as follows:

Iy
L=|1I,0], cb—{g ,0=& -1
. (I, 0
Similar standard system (use T' = ):
€ 1y
A0 B
i+ 1) = [0 i+ [ ] it

Corresponding standard decoding, encoding and parity check matrices:

Iy

Ly=|1, 0], & = X

7602[0 [d}
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EXAMPLE: LINEAR CODING (1)

Goal: Provide single-error correction capability to:

(2 0 0 0] 3
0.5 0 0 —1
rlk+1] = 001 0 x|k| + . ulk]
0 0 0 .6] 0 |
Step 1: Consider a standard redundant system:
(2 0 0 0,0 0 O] 3
0.5 0 00 0 0 —1
0O 0.1 00 0 O 7
Ek+1=10 0 0 .6/0 0 0]&I[Kk+ 0 | ulk]
00 0 0[.2 00 0
000 0/0.5 0 0
0 0 0 0[O0 0 .3 0 |
with decoding, encoding and parity check matrices:
Iy
Ly=|1; 0], & = { 0]’ O = |0 Iy |
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EXAMPLE: LINEAR CODING (2)

Step 2: Desirable parity check matrix (Hamming code, locates single faults)

@:

O i
=)

0
0
1

e S

1
0
0

S = O

Step 3: Find 7 (of dimension 1 x 1) such that © = 6,7
Step 4: Use 7 to obtain a similar (non-standard) redundant system:

2 00 000 0] 3]

0 50 0000 —1

0 1 0000 7
k+1=]0 00 600 0|k +| 0ulkl

0-3.1 0.200 —9

3 00-10.50 —2

1 0.2-300 3] ~10

e Fxtends to multiple faults (using other error-correcting codes)

e Systematic construction from standard system
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ADAPTIVE DECODING (1)

A permanent fault:

e Corrupts an entry of matrix A or matrix B

e Persists in subsequent time steps (until system is serviced)
How to handle permanent faults?

e Treat them as a temporary faults
(at each time step, inefficient)

e Reconfiguration, that is, adjustment of decoding matrix L
(more efficient)

Questions:

e When is reconfiguration possible?
e How can we choose the new decoding matrix L,?

e How can the parity checks be adjusted?
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REVISITING THE PREVIOUS EXAMPLE

The state evolution equation in the previous example was given by:

(2 00 000 0] 3]
O 5 0 0000 —1
o 0.1 0000 7
Ek+1]=10 00 .6 0 0 0K+ 0 | ulk]
0 -3.1 0.2 00 -9
3 0 0—-10.50 —2
1 0.2 -300 .3] —10 |
Observations:

e If a permanent fault corrupts the second state variable at time step k (&),
the fifth state variable (&5) becomes corrupted at time step k + 1

e If a permanent fault corrupts &; at time step k, state variables & and &7 become
corrupted at time step k£ + 1.
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ADAPTIVE DECODING (2)

In the previous example (linear coding): 1 0 0
(100000 0] 8 é (1)
0100000

L=loo10000]" %7 _(1)_(1)_(1) 0
000100 0] 1 -1 0 -1
-1 0 -1 -1

Condition:

_ o O O

LY =1,

When A(2,2) is permanently corrupted, future &|.] and &;[.] are invalid.

Appropriate decoding and encoding are as follows:

1 0 0
100 00 00 3;”{
10010 —10
La=1"901 00 00| %~ S S S
000 10 00 I
10 -1 —1

Adaptive Condition:

e Parity checks involving 2nd and 5Hth state variables are now invalid.
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ACCOMPLISHMENTS AND FUTURE WORK

e Accomplishments:

— Standard form of redundant LTT state-space systems

x Systematic introduction of redundancy

* Encompasses modular redundancy, checksum, linear codes
— Error model and reflection of the design into hardware
— Non-separate coding of L'TT systems

— Adaptive scheme

e Future Work:

— Extend to other state-space dynamic systems:

* Finite automata

* Max-plus dynamic systems

— Other dynamic systems in selected algebraic settings, e.g., Petri nets
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