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Overview: Fault Tolerance in Computational Systems

& %C. Hadjicostis, DSPG/MIT, July 1997
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Algorithm-Based Fault Tolerance (Abraham et al., 1984 on)

& %C. Hadjicostis, DSPG/MIT, July 1997
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• ABFT protects algorithm/computation against faults by:

1. Encoding operands to introduce redundancy

2. Modifying algorithm to operate on encoded data

3. Checking for and correcting errors

4. Decoding

• Harder to design than TMR

– needs to respect/exploit algorithm and fault structure
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Outline
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• State-space representations of dynamic systems

• Linear time-invariant (LTI) systems in state space form

• Equivalent redundant systems through embeddings

Characterization of redundancy in LTI case through a standard system

• Error model and examples of fault-tolerant systems

– TMR, Checksum, Linear Coding

– Adaptive Scheme

• Conclusions
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Dynamic Systems in State-Space Form
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• State summarizes relevant past for future behavior:

Next State = f (Current State, Current Input)

(Current Output = g(Current State, Current Input))

• Applications:

state-variable filters, observers, scheduling in computing networks,

manufacturing systems, finite automata

• To achieve fault tolerance we use an embedding:

1. Map original state space “homomorphically” into a larger space

(the encoding of the original state is preserved under the evolving

state of the larger system)

2. Enforce one-to-one correspondence between states of original and

redundant systems under fault-free conditions
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Embeddings of LTI State-Space Systems
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Original System

x[k + 1] = Ax[k] + Bu[k]

( y[k] = Cx[k] + Du[k] )

x is n-dimensional



ξ[·]=Φx[·]−→

x[·]=Lξ[·]←−



Redundant System

ξ[k + 1] = Aξ[k] + Bu[k]

( y[k] = Cξ[k] +Du[k] )

ξ is η-dimensional

Under fault-free conditions:

• Concurrent Simulation: x[k] = Lξ[k] for all k, and

• Additional Restriction: ξ[k] = Φx[k] for all k

A fault is detected when:

• Redundant state vector is not in the column space of Φ, or, equivalently,

• Θξ[·] 6= 0 (for an appropriately chosen parity check matrix Θ).
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Standard Redundant LTI State-Space System

& %C. Hadjicostis, DSPG/MIT, July 1997

Theorem:

All redundant systems for original system (A,B) with state evolution equation:

x[k + 1] = Ax[k] + Bu[k]

are similar to the following standard one:

ξσ[k + 1] ≡
 ξσ1[k + 1]

ξσ2[k + 1]

 =

 A A12

0 A22

 ξσ[k] +

 B
0

u[k]

with A12, A22 arbitrary.

The redundancy introduces modes that are unreachable under fault-free conditions.

• Decoding: x[k] = Lσξσ[k], where Lσ =
[
In 0

]

• Encoding: ξσ[k] = Φσx[k], where Φσ =

 In
0


• Parity Check Matrix: Check if Θσ ξσ[k] =

[
0 Id

]
ξσ[k] = 0
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Hardware Implementation and Error Model
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Fault-tolerant capabilities of

redundant system depend on:

1. Hardware implementation

2. Kinds of faults expected

Our assumptions:

• Implementations with delay-adder-gain

interconnections (flow diagrams)

• Longest delay-free path of length 1

Consequences:

• Multiplier gains appear directly as entries in the matrices

• A fault corrupts a single entry of A or B

Flow Diagram (ruled out)

resizebox4.6in!
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' $
Example: Triple Modular Redundancy
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ξ[k + 1] ≡


x1[k + 1]

x2[k + 1]

x3[k + 1]

 =


A 0 0

0 A 0

0 0 A

 ξ[k] +


B

B

B

u[k]

Possible decoding, encoding and parity check matrices are:

L =
[
In 0 0

]
, Φ =


In
In
In

 , Θ =

 −In In 0

−In 0 In



Similar standard system:

ξσ[k + 1] =


A 0 0

0 A 0

0 0 A

 ξσ[k] +


B

0

0

u[k]

Corresponding standard decoding, encoding and parity check matrices:

Lσ =
[
In 0 0

]
, Φσ =


In
0

0

 , Θσ =

 0 In 0

0 0 In


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Example: Fault-tolerant State Filters (Chatterjee and d’Abreu, 1993)
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Encode using a coding matrix E (of dimension d× n):

ξ[k + 1] =

 A 0

EA 0

 ξ[k] +

 B

EB

u[k]

The decoding, encoding and parity check matrices are as follows:

L =
[
In 0

]
, Φ =

 In
E

 , Θ =
[
E −Id

]

Similar standard system (use T =

 In 0

E Id

):

ξσ[k + 1] =

 A 0

0 0

 ξσ[k] +

 B
0

u[k]

Corresponding standard decoding, encoding and parity check matrices:

Lσ =
[
In 0

]
, Φσ =

 In
0

 , Θσ =
[

0 Id
]
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Example: Linear Coding (1)
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Goal: Provide single-error correction capability to:

x[k + 1] =



.2 0 0 0

0 .5 0 0

0 0 .1 0

0 0 0 .6


x[k] +



3

−1

7

0


u[k]

Step 1: Consider a standard redundant system:

ξσ[k + 1] =



.2 0 0 0 0 0 0

0 .5 0 0 0 0 0

0 0 .1 0 0 0 0

0 0 0 .6 0 0 0

0 0 0 0 .2 0 0

0 0 0 0 0 .5 0

0 0 0 0 0 0 .3



ξσ[k] +



3

−1

7

0

0

0

0



u[k]

with decoding, encoding and parity check matrices:

Lσ =
[
I4 0

]
, Φσ =

 I4

0

 , Θσ =
[

0 I3

]
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Example: Linear Coding (2)
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Step 2: Desirable parity check matrix (Hamming code, locates single faults)

Θ =


1 1 1 0 1 0 0

1 1 0 1 0 1 0

1 0 1 1 0 0 1


Step 3: Find T (of dimension η × η) such that Θ = ΘσT
Step 4: Use T to obtain a similar (non-standard) redundant system:

ξ[k + 1] =



.2 0 0 0 0 0 0

0 .5 0 0 0 0 0

0 0 .1 0 0 0 0

0 0 0 .6 0 0 0

0 −.3 .1 0 .2 0 0

.3 0 0 −.1 0 .5 0

.1 0 .2 −.3 0 0 .3



ξ[k] +



3

−1

7

0

−9

−2

−10



u[k]

• Extends to multiple faults (using other error-correcting codes)

• Systematic construction from standard system
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Adaptive Decoding (1)
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A permanent fault:

• Corrupts an entry of matrix A or matrix B

• Persists in subsequent time steps (until system is serviced)

How to handle permanent faults?

• Treat them as a temporary faults

(at each time step, inefficient)

• Reconfiguration, that is, adjustment of decoding matrix L

(more efficient)

Questions:

• When is reconfiguration possible?

• How can we choose the new decoding matrix La?

• How can the parity checks be adjusted?
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Revisiting the Previous Example
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The state evolution equation in the previous example was given by:

ξ[k + 1] =



.2 0 0 0 0 0 0

0 .5 0 0 0 0 0

0 0 .1 0 0 0 0

0 0 0 .6 0 0 0

0 −.3 .1 0 .2 0 0

.3 0 0 −.1 0 .5 0

.1 0 .2 −.3 0 0 .3



ξ[k] +



3

−1

7

0

−9

−2

−10



u[k]

Observations:

• If a permanent fault corrupts the second state variable at time step k (ξ2[k]),

the fifth state variable (ξ5) becomes corrupted at time step k + 1

• If a permanent fault corrupts ξ1 at time step k, state variables ξ6 and ξ7 become

corrupted at time step k + 1.
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Adaptive Decoding (2)
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In the previous example (linear coding):

L =



1 0 0 0 0 0 0

0 1 0 0 0 0 0

0 0 1 0 0 0 0

0 0 0 1 0 0 0


, Φ =



1 0 0 0

0 1 0 0

0 0 1 0

0 0 0 1

−1 −1 −1 0

−1 −1 0 −1

−1 0 −1 −1



Condition:

LΦ = In

When A(2, 2) is permanently corrupted, future ξ2[.] and ξ5[.] are invalid.

Appropriate decoding and encoding are as follows:

La =



1 0 0 0 0 0 0

−1 0 0 −1 0 −1 0

0 0 1 0 0 0 0

0 0 0 1 0 0 0


, Φa =



1 0 0 0

∗ ∗ ∗ ∗
0 0 1 0

0 0 0 1

∗ ∗ ∗ ∗
−1 −1 0 −1

−1 0 −1 −1



Adaptive Condition:

LaΦa = In

• Parity checks involving 2nd and 5th state variables are now invalid.
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Accomplishments and Future Work
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• Accomplishments:

– Standard form of redundant LTI state-space systems

∗ Systematic introduction of redundancy

∗ Encompasses modular redundancy, checksum, linear codes

– Error model and reflection of the design into hardware

– Non-separate coding of LTI systems

– Adaptive scheme

• Future Work:

– Extend to other state-space dynamic systems:

∗ Finite automata

∗ Max-plus dynamic systems

– Other dynamic systems in selected algebraic settings, e.g., Petri nets


