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MAIN RESEARCH THRUSTS
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Monitoring and control of complexnetworkedsystemgNSFITR, NSFECS)

— Infrastructureconstraintsfundamentalimitations, layeredarchitectures

— Hardware,communicatiorand/oralgorithmicoverhead

Fault-tolerant dynamic systemsNSFCareefAFOSRURI)

— Systemdynamicsandstructure codingfor protection

— Special-purposarchitecturege.g.,communicationsignalprocessing)

Err or control and noise-tolerancen digital sequentialcircuits (NSFITR)

— Novel digital designs

— Implicationsto speedgcost,ponver consumption
Fault-tolerant operation of energy processingsystemsNSFEPNES)

Soft-decisiondecoding,path diversity in networked systems
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DEFINITIONS AND MOTIVATION

Fault tolerancedescribesability to

2 Withstandinternalfaults

2 Producedesirableoverall “behavior” (e.g.,corrector acceptabl@utput)

Necessaryor desirablein

2 Life-threateningcircumstanceémilitary, transportationmedical)
2 Systemsn inaccessiblenvironmentsspacemissions)

2 Reliablesystemdrom unreliablecomponents
(fasterlessexpensve, lesspower)

Fault monitoring impliesability to detectandidentify faults() faultdiagnosi3
Exploits: (i) Redundang
(i) Roleof systemdynamicsandstructure

(i) Tradeofs (detectiondelay algorithmiccompleity, redundany)
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RELATED WORK ON FAULT TOLERANCE AND DIAGNOSIS
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Communication systemgchannelnoise,error-correcting codes)

Computational circuits (hardware faults, modular redundancy)

— Eachcomponentails with constantprobability

— Earlierwork by von NeumannShannonWinograd,Eliasandothers;
laterwork by PippengerGacs,Hajek, Feder Reischuk

Special-pumposesystemgAlgorithm-Based Fault Tolerance)

— Protectagainstfixed numberof faults,fault-freecorrector

— Recentwork by Abrahametal., Redinbo Musicus,Beckmann

Fault diagnosisin discrete event systems

— Obsenrability limitations, distributivity constraintscompleity of diagnoser

— Work by Teneletzis,Lafortune,Benveniste Wonham,Holloway, Giua

Fault toleranceand monitoring in finite-state machines(concurrent check)

— Work by Reed Redinbo Kinney, Shen,Leveugle
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DYNAMIC SYSTEMS

State

q[t]

- Output
ylt]

qlt] @
'
L

StateEvolution:

OutputEquation:

qit + 1]
y[t]

Hqt]; x[t])
, (aft]; xt])

Examples: Digital filters, encoders/decodersSMs,algorithmiccomputations

Faults in statetransitions: Errorspropag@tein futuretime steps

i Correct

~
\\\
~
~

~

Incorrect -
(with prob. p,)

Current
State q[t]

Input x[t]

~

~

Next State
qt+1]

After N time steps:

Pr[ correctstatetrajectory] = (1j ps)M

Err or propagationis costly!
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UNIVERSAL APPROACH: MODULAR REDUNDANCY (VON NEUMANN)

Input x{] Dynamic
System State q,[t]
| Repli %
eplica "Corrected"
State

Dynamic | State q [t] AI] i
System R —_— - >
_¥ | Replica |

_ Fault-Tolerant
» Dynamic State qg[t] Combinational Unit
System

7| Replica

Problemswith modular redundancy

2 Replication

I NARARIAN/ ©

2 Checkingoverhead/slovdown Will beaddressingheseissues!

|

2 Reliability of checkingmechanism:
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AVOIDING REPLICATION

Redundant Error
Implementation Correction

System S

System S

What are goodalternativesto replication?
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REDUNDANT IMPLEMENTATIONS

Input
X[t]

—_—

State
[t

a1

TFauIts

\

Replacewith larger dynamic system:

Faults l
State qh[t]
Input qh[t]
X[t]

\

Error
Detector/
Corrector

(..
Original
States o
\. />
Valld J

States [ \

Redundant

\States

\

!

error
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REDUNDANT IMPLEMENTATIONS OF LTI DYNAMIC SYSTEMS

Original System

q [t]
X A B >

>

qst + 1]= Aqs[t] + Bx[t]

gs is d-dimensional

2 Concurrent simulation:

X[t]

qslt] = th[tlé
%

2 Encoding constraints: qgp[t] = Gqg[t] -

Redundantmplementation

ald ~ aft
W, AB »U .

anlt + 1]= Agn[t] + BX|t]

gn Is” -dimensional (" = d+ s)

Linear (not necessary)

2 Fault detection: If gu[t] is notin thecolumnspaceof G, or

Pgn[t] 6 O ;

PG =0

P hasfull-row ranks
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CHARACTERIZATION OF REDUNDANT IMPLEMENTATIONS

Redundantmplementation

qsft + 1] = Aqgs[t] + Bx[t]

9
Original System %
% s[t]anh[t]

gs Is d-dimensional

qh[t] (Gslt § gnlt + 1] = Aqn[t] + Bx|t]

gh IS~ -dimensional” = d+ s)

(A; B) is aredundantmplementatiorfor (A ; B) iff (A' B) is similarto

3

gyt + 1]= 2—‘&% gs]t] + Q—Ex[t]

| {z } | —{Z—}
Az, Bs,

for somematricesA 1, A 5

Standard redundantimplementations (Hadjicostis & Verghesel999):.

Specifically: InvertibleT suchthat As,= TilAT ; By,= T !B
Relatedwork: Siljak'sinclusionprinciple
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DIFFERENT REDUNDANT IMPLEMENTATIONS FOR CHECKSUM SCHEME

Traditionally (Chatterjee and d'Abr eu, Abraham et al., Reed):
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CONCURRENT CHECKING (FAULT DETECTION AND IDENTIFICATION)

Fault model: Singlefault corruptsith statevariable

Gelt]= aplt] + ve
fault-free

Justification: Constrainednterconnectionsf addersmultipliersanddelays
) A singlefault corruptsa singlestatevariable

(Classof signalflow graphsHadjicostis& Verghesel999)
Concurrent error detection(Abraham, Chatterjee, Hadjicostis, ...):

At endof ead time step,performthe parity chedk
plt] ~ Pgilt] = Pve = vP(;i) 2 0

Err or detection/correction capabilities: Constrainton matrix P (codingtheory)

%



NON-CONCURRENT CHECKING (1)

Step N-k
Step 0 Step N
H —H —>
/ Check
Ve PIN]

Goal: Designredundantmplementatiorsothatknowledgeof p[N ] allows

detectionandidentificationof error(s)in intenal [O; N |

Motivation: Relaxreliability requirement®n checler (e.g.,periodicchecking)

Need: Foreachfault(j), identify
2 Value(v;)

2 Statevariable(e;; )

= WA INRRRARARARY O

2 Step(N i kj)

Error correctioninvolvesresetingoaststates/outputs
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NON-CONCURRENT CHECKING (2)

Error model: At stepN j k;, faultj causes

ar[N i kiI=anlN i kj]+ v e

Err or propagation: At stepN,
ar[N]= an[N]+ A% v e

Parity check: At stepN,
p[N]* P ai[N]=v; P AN g

Multiple (D) errorsresultin:

> |
p[NI= " vy P AN g
j=1

Task: Constructredundantmplementatiorfor detection/identificatiomf D errors
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SYNDROME GENERATION

Obsewation: Syndromeo[N ] is alinearcombinationof columnsof

S= P PA PA2 ¢t¢ PANi1

Corollary 1: Detectionof D errorsif andonly if
all setsof D columnsof S arelinearly independent

) NeedatleastD additionalvariabless, D)

Corollary 2: Identificationof D errorsif andonly if
all setsof 2D columnsof S arelinearly independent

) Needatleast2D additionalvariablegs, 2D)

Lemma (Hadjicostis 2001):
Thesyndromematrix S canbe expresseds

S= P AxP AP ¢t¢ AP
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MAIN OBSERVATION EXPLOITED IN NON-CONCURRENT SCHEMES

2 3

1 1 1

X1 X5 X,
Vandermondematrix: V (X1;X2; 5 X) = § X2 X5 X2

x3Pi 1 xZDil .o x2Dil

Fact: Any 2D columnsof V arelinearlyindependent parameter§x;g aredistinct

i 100 =20
Ox 0 @20
Diagonalmatrix & =80 0 x? :: 0

6 O O :::. ;<2Di1

Then: | a kv (xg;x2; %) = V (xaxK xoxK; % xX)

Fact: Any 2D columnsof V &V ¢6¢ akV "= V (xq X, o xaxKs s x xK)
arelinearly independenif all parametersvolvedaredistinct
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REDUNDANT IMPLEMENTATION FOR NON-CONCURRENT IDENTIFICATION OF D ERRORS

Redundantimplementation

2 Usess = 2D additionalstatevariables
2 Detects2D errors;identifiesD errorsduringtime interval [O; N |

2 ) Usesminimal possiblenumberof additionalstatevariables

Procedure
1. Find “appropriate”parametersx, X1; Xo; :::;;X- (recall” = d+ s)
2.Set C =i MV (xqXoiiXq), M =V (Xg+1; Xgs2; 2153 X))
3.Set A,=MitoM , o = diag(1; x; x%; x3; 1 x?Pi Y

2 3
4. Perform similarity transformation with T = 4 Ic‘:j IO £
2D
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THEOREM AND PROOF

Theorem (Hadjicostis 2001):
Resultingredundantmplementatiorallows non-concurrent
() identificationof D errors,or

(i) detectionof 2D errors

Why? Syndromematrix S canbewritten as

S= M 1|\/(x1; ST XX LIX X xlxz;{:::;x'xz; XN Ly x N 12
V4
Q

whereQ isalarge (2D £ "~ N) Vandermondenatrix

Requirement: Choosex; X1; X»; ::; X~ sothatf x;x*g aredistinct

) ary 2D columnsof Q arelinearlyindependent
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EXAMPLE (1)

0 [t+1] = aylt] a,[t] a,[t] i
> G| — D> [P D> >

-1/4 4 1/2 4 -1/4 4 1/2 %

State evolution:

x[t]

Delay

qsft + 1] = /ZA\CI s[t] + bx[t] X

000 ;14 “1°
100 1=2 0
010 ;14 qS[t]J’EoIX[t]
001 1=2 0

Goal: N = 15 Detectandidentifytwoerrors ) Use4 additionalvariables

Stepl: Chooseparametersothatx;x* aredistinct
fX1; X2; X3; X4; X5 Xe; X7 Xg; Xg = fi 4§ 3340 2§ 1,12 ég
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EXAMPLE (2)

Step2: Set
2 2 3
1 111 100 0
N4 Bi 211127 _80x 0 O _
M=V 2i L12)= E 4 114? r"Eoc)xz 03 X=
i 8 i 11 8 00 0 x8
Step3: Set
“1 7513333 0667 25.
| 10 3333 1:667 6
L MIW A A — | |
C=iMIWV(4i334) E i 6 | 1:667 3333 10
25 0667 3333 75
® 01468 0:084 i 0:036 0:052.
| 0624 1:008 0112 ; 0:144
= i1 = I
Az = MITEM =R 0144 0112 1008 0624

0:052 j 0036 0:084 0468

%



EXAMPLE (3)

Redundantimplementation after transformation:

Syndrome matrix:

2 2
0 0 0 j1=4 0 0 0 0>
1 0 0 1= 0 0 0 0
O 1 0O 14 0 0 0 0
4] = 0 1 1=2 0 0 0 0 il
A 0671 2412 2:341 0:368| 0:468 j 0:084 j 0.036 0:052 An
i 1:035 | 2:664 | 5:589 ; 1:129| 0:624 1:.008 0:112 ; 0:144
0:621 3744 9:003 0465 0:144 0112 1.008 0:624
i 0:257 j 3:492 | 5:755 0:796| 0:052 j 0:036 | 0:084 0:468
S=Mil 5 S; S, ¢t S5
| & )
Q
whereS, = V (j 4x¥; i 3xK;3xK:axk: i 2xK: i xKoxko x4y, x=14

OOOI—‘

|75

X[t]
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SYSTEMATIC DESIGN FOR NON-CONCURRENT CHECKING

2 Jointly choose
(i) Encodingconstraint§P or G)
(i) RedundantlynamicyA »»)

2 Perform one(non-concurrent) parity check: p[N]"~ P g¢[N]

9
(1) Detect2D faults g
Onary variable,atarny stepin [O; N ]
(ii) Identify D faults,E
2 Advantages:

— Only 2D additionalstatevariables(optimal)

— Efficient identification(Peterson-Gorenstein-gjker decoding)

2 Did not address: Finite-precisiorarithmeticeffects(quantizatiomoise)
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RESEARCH DIRECTIONS RELATED TO EMBEDDINGS FOR LTI SYSTEMS

2 Encodedembeddingsof LTI dynamic systems

(i) Systematicresourceefficient, reflectionof faultsinto algebraicerrors
(i) Generalize/combinmodularredundang andchecksunschemes
(i) Non-concurrenerrorcorrectionandreconfiguration

(iv) Connectiondbetweerlinearcodingandlinearsystentheory

2 Relatedfutur e work

— Applicablechoicesof codingconstraintandredundantlynamics
— Flexibility in choosingA 1,
— Generahardwaredescriptionge.g.,factoredstatevariables)

— Finite-precisioreffects,PGZdecodingalgorithm
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EXTENSIONS TO LINEAR FINITE-STATE MACHINES

State evolution: gslt + 1]= Aq4[t] © Bx [t]

whereA, B, gs[d andx[§ have entriesin GF (q) (g= p™ with pprime,m , 1)
q,[t+1] []%[H aft]
_,@ -
X[t] I %{
a

Examples: Sequencenumeratorgandomnumbergeneratorsencoders/decoders,
linearfeedbaclkshift registers Jinear cellularautomata

Additional bonus:

(i) Finite-precisiomotaconcern

(i) Explicit connectiorbetweerlinearcodingandlinearsystentheory
(relationshipto MDS corvolutionalcodesof York & Rosenthal)

(i) Minimization of redundanhardware(Hadjicostis& Verghese2002)
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NON-CONCURRENT PROTECTION OF FSM s

4"
.
.
L.

Q,
\\ﬂgxgif///XCD\

© © e

© OO 6

X[1]
E X[N-1]
t=0 t=1 t=2 t=N

State-transition fault: Faultduringt = 1 affectsstateevolution

Non-concurrent checking: Basedontheobseredstateattime stepN , how dowe

(i) Detecterrors

(i) Systematicallydiagnose”errors
(determinewhatwentwrong,how andwhen)
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FINITE-STATE MACHINE NOTATION

2 StateSet: Qs =T ;090 Input Set: X = fXq;Xo; 15Xk g

2 Statesviewedasvectors: Qs = fq®;q®;:::qlg

— E.g., b-dimensionalectorsin GF (2) (whereb, dog,Lesothat2’, L)

— E.g., d-dimensionalvectorsin GF(q) (whereq®, L)

2 Next-StateFunction:  %(q{)) = Hq¥);x), definedfor eachx 2 X
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REDUNDANT IMPLEMENTATIONS OF FSM s

Original FSM RedundanESM
X[t ; at X[t 5 q [t
qst + 1]= Haslt]; x[t]) anlt + 1]= ¢(qnlt]; x[t])
gs[t] is d-dimensionaln GF (q) gn[t] is ~ -dimensionain GF (q)
: .9
2 Concurrentsimulation: qggft]= Lqgnft], L= 140 %
2 3 % Linear constraints

2 Encoding constraints: gn[t]= Gqsft], G =1 Ig%

2 Concurrent fault detection: Verify thatp[t]”~ Pqn[t]=0, P = | i C lg

Task: Appropriate¢ , for x 2 X suchthatG+,(ql)) = ¢ ,(Gql)) forall q{’) 2 Qs
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CLASS OF REDUNDANT IMPLEMENTATIONS FOR FSM s

2 3
— g qhs[t]g

Notation: t
qh[ ] Ohr [t]

Definition of next-statetransition mapping: For eachinputx 2 X

(gns[t] is d-dimensional, qn[t] is s-dimensional)

5 (dns[t]) @ A 12,Cans[t] © A 12,qn[t]

¢ X(Qh[t]) -
g CH(anslt]) @ (CA 12,C © A2, C)ans[t] © (CA 12, © Az )0nr|t]

Verify:  Underfault-freeconditions(assumingappropriatanitialization)
2 3

anlt] = Gadlt] = Jhqql] ) alt+ 1]= Galt+ 1]

Generalization: ReplacemappingsA 12, (A 23) by nonlineamappingst s, (%2,)
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BLoCK DIAGRAM DESCRIPTION OF REDUNDANT FSM IMPLEMENTATION

() Aip, =0 forall x2 X

Simplifications:

Ao forall x2 X

(i) Ao

Mapping ¢ « (under input x 2 X):

_——

P a e R

\ /
S e e e ————————

%




NON-CONCURRENT CHECKING IN FSMs (1)

'/Step N-k;
Step O Step N
H —H —>
/ Check
Avie, pINI=Pq [N]

Goal: DesignredundanESMimplementatiorsothatknowledgeof p[N ]

allows usto detectandidentify of error(s)in interval [0; N ]

Need: Foreachfault(j), identify
2 Value(v;)

2 Statevariable(e;;) . Error correctioninvolvesresetingpaststates/outputs

= VAN I NRRRRRRRRAY ©©

2 Step(N i k)
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NON-CONCURRENT CHECKING IN FSM s (2)

Error model: Faultj corruptsthei;th statevariableby v; duringstepN j k;

arN i kI= anNi k] ©v e;
fault-freestate

Err or propagation: At stepN,qgs[N]=gnN]© e

Nonlinear machine: Errore hardto characterize

Theorem: Syndromep[N] = v;A ;szeij

: 0 :
Generalizesto: | Syndromep[N]= AE’ZPeij
j=1

Again: Syndromep[N ] is alinearcombinationof columnsof

S= P AxP AP ¢6¢ AP
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FSM CONSTRUCTION FOR NON-CONCURRENT IDENTIFICATION

Redundantimplementation

2 Usess = 2D additionalstatevariables

2 Detects2D errors; identifiesD errorsduringtimeinterval [0; N ]

Procedure

1. Find “appropriate’parametersx, Xq; Xo; ::;;X- (recall” = d+ s)
2.Set C=j MV (xqXoiXg), M =V (Xgs1 ] Xde2} 20 X)
3.Set Ay=MitoM | o = diag(1; x; x%; x3; 1 x?Pi Y

4.Set ¢, foreachx 2 X
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FINITE FIELD CONSIDERATIONS

Designrequirement: x;xX aredistinct, 1- i- ~, 0- k- Nj 1

2 Necessarycondition: Finitefield needsatleast” N nonzeo entries
) di 1, "N

2 Onepossibility: Letgbeaprimitive elementof GF (q)
(i.e.,f 1, g; 9% g% :::; ggenerateall nonzercelementsn GF (q))

Set: x=9g, Xi=¢,1- i-

2 Constructiorrelatedto MDS corvolutionalcodegRosentha& York)
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RESEARCH DIRECTIONS RELATED TO EMBEDDINGS OF FSM s

2 Encodedembeddingsof FSMs

— Systematicresource-efficientault tolerancdor FSMs
— Reflectionof hardwarefaultsthrougherrormodels
— Generalizatiorof modularredundang andchecksunschemes

— Non-concurrentperiodicchecking

2 Relatedfutur e work

— Otherpairsof codingconstraint@andredundantlynamics
— Rollback-basedorrection
— Flexibility in choosingA 1

— Flexibility in choosingnput-varyingA 15, and/orA ,;,
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DEALING WITH VOTER FAULTS

X[t]

System S State t]

State q3[t]

System S

Problem: If voterfailswith proh p,, thenafterL steps

Pr[ correctstatetrajectory] - (1i pv)"

>~ State q [t] "Corrected" State
Y ~
v System S A{]
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DISTRIBUTED VOTING SCHEMES (HADJICOSTIS AND VERGHESE)

Input

V¢

System 11— —> —
> System | ->

— | System n -> —‘
4
At eachstep:
2 Systemdail with proh ps 2 Votersfail with proh p,
0 1 . .
Pr[ overall failureator beforetimelL |- L @ ? A @i p)™M', p” opet+ (i pY)Ps

i=n=2

Result: Probabilitydecreaseexponentiallywith n if p < 1=2
Related: CompressographgMargulis, Pippenger)stablememorieg Taylor, Kuznetseo)




UNRELIABLE DIGITAL COMMUNICATION LINK

1- : )
0 P .o Sendsamebit n times:
p 0 0 1
0 Prlerror] = @? Ap(Li p"t!
1 - 1 i=n=2
1-p
Fault-Free CHANNEL Fault-Free
h o 1P .o =
kbits| S | n bits P nbits | = |k bits
8 - > _— > L |/
X - X p (corrupted) S
Ll 1 > 1 O
1-p

Shannon: Cansendk bits with arbitrarily smallerrorby sendingn bits aslong as
% < C (whereC is thechannelcapacityanddepend®nly on p)
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EMBEDDING K SYSTEMS INTO N REDUNDANT SYSTEMS

Considerk instantiations of an LFSM:

qailt + 1] = Aq 1[t] © bxq][t]
qoft + 1] = Aq2[t] © bx[t]

qlt + 1] = Aq«(t] © bx[t]

Embedk instantiations into n systemsusing (n; k) linear code:

nle] »e) 068 e T dule] aele] 08¢ aule] G

af ¢l ql [¢]

if

h i h i ch i
ot + 1] »ft + 1] 66 m[t+ 1] = A m[t] mft] 6 mlt] '©|oI alt] x2lt] 996 xt] | G,

e xat] Xo[t] ¢6¢ X[t]
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EMBEDDING K DISTINCT LFSMS INTO N REDUNDANT LFSMs

_>|:|

—>

—>

\—>

k distinct . ,
inputs : Replace with

k systems

- .—>
k distinct

inputs

State evolution of ith LFSM:

qilt + 1]= Aq;[t] © bx;[t]

Encoder

=
B / =
o >
O

o

-

Is!

—]
B =D

n redundant
systems

%



RELIABLE LFSM S USING CONSTANT REDUNDANCY

Theorem (Hadjicostis and Verghese):

Using constantredundancyper systemwe canembedk distinctLFSMs
into n redundant FSMssuchthat

Pr[ overall faultator beforetimeL ] < LCk!

Construction:
2 LFSMsuseunreliable XOR gates(2—-input)
2 Encodingusedow densityparity check(LDPC) codegGallagerl1963)

2 Decodingdoneusingunreliable XOR gatesandvoters
(techniquestudiedby Gallager(1963)andTaylor (1968))

Relatedwork: SpielmanGacs
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RESEARCH DIRECTIONS RELATED TO EMBEDDINGS OF MULTIPLE LFSM s

2 Practicalimplementations

— Fast/inxpensve encoderanddecoders
— Digital signalprocessindlinearfilters)

2 Generalizationgarbitraryfinite-statemachines)

2 Permanentaults(reconfiguration)

2 Theoreticawork:

— Bounds,‘computationakapacity”

— Low-complity errorcorrection
(iterative schemessequentiatlecoding;‘turbo” codesetc.)

%



OTHER RESEARCH INTERESTS

N

Systemcontrol, monitoring,testing,verification

N

Distributedembeddedystems

N

Real-timesystems

N

Softwarereliability

) Applicability of error detection/correctiontechniques

) Implication of hardware redundancy architectural constraints

Other:
2 Soft-decisiordecoding
2 Probabilisticencoding probabilisticrouting
2 Network reconfigurationperformanceuarantees

2 Systenreconfigurationresourceallocation
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