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MAIN RESEARCH THRUSTS

² Monitoring and control of complexnetworkedsystems(NSFITR, NSFECS)

– Infrastructureconstraints,fundamentallimitations,layeredarchitectures

– Hardware,communicationand/oralgorithmicoverhead

² Fault-tolerant dynamic systems(NSFCareer, AFOSRURI)

– Systemdynamicsandstructure,codingfor protection

– Special-purposearchitectures(e.g.,communication,signalprocessing)

² Err or control and noise-tolerancein digital sequentialcircuits (NSFITR)

– Novel digital designs

– Implicationsto speed,cost,powerconsumption

² Fault-tolerant operation of energy processingsystems(NSFEPNES)

² Soft-decisiondecoding,path diversity in networkedsystems
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DEFINITIONS AND MOTIVATION

Fault tolerancedescribesability to

² Withstandinternalfaults

² Producedesirableoverall “behavior” (e.g.,corrector acceptableoutput)

Necessaryor desirablein

² Life-threateningcircumstances(military, transportation,medical)

² Systemsin inaccessibleenvironments(spacemissions)

² Reliablesystemsfrom unreliablecomponents
(faster, lessexpensive, lesspower)

Fault monitoring impliesability to detectandidentify faults() fault diagnosis)

Exploits: (i) Redundancy

(ii) Roleof systemdynamicsandstructure

(iii) Tradeoffs (detectiondelay, algorithmiccomplexity, redundancy)
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RELATED WORK ON FAULT TOLERANCE AND DIAGNOSIS

² Communication systems(channelnoise,error-correctingcodes)

² Computational circuits (hardware faults, modular redundancy)

– Eachcomponentfailswith constantprobability

– Earlierwork by vonNeumann,Shannon,Winograd,Eliasandothers;
laterwork by Pippenger, Gács,Hajek,Feder, Reischuk

² Special-purposesystems(Algorithm-Based Fault Tolerance)

– Protectagainstfixednumberof faults,fault-freecorrector

– Recentwork by Abrahametal.,Redinbo,Musicus,Beckmann

² Fault diagnosisin discreteevent systems

– Observability limitations,distributivity constraints,complexity of diagnoser

– Work by Teneketzis,Lafortune,Benveniste,Wonham,Holloway, Giua

² Fault toleranceand monitoring in finite-state machines(concurrent check)

– Work by Reed,Redinbo,Kinney, Shen,Leveugle
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DYNAMIC SYSTEMS

Output
 y[t]

State 
 q[t]Input 

x[t]

q[t]
d

q[t]
q[t+1]

l

StateEvolution: q[t + 1] = ±(q[t]; x[t])

OutputEquation: y[t] = ¸ (q[t]; x[t])

Examples: Digital filters, encoders/decoders,FSMs,algorithmiccomputations

Faults in statetransitions: Errorspropagatein futuretimesteps

Next State 
q[t+1]

Current 
State q[t]

Correct

Incorrect 
(with prob. p )s

Input x[t]

After N timesteps:

Pr[ correctstatetrajectory] = (1 ¡ ps)N

Err or propagationis costly!
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UNIVERSAL APPROACH: MODULAR REDUNDANCY (VON NEUMANN)

Voter

"Corrected"
     State

State q [t]1

State q [t]
2

State q [t]
3

Input x[t] Dynamic
System
Replica

q[t]ÃDynamic
System
Replica

Dynamic
System
Replica

y[t]Ã

    Fault-Tolerant
Combinational Unit

Problemswith modular redundancy

² Replication

² Checkingoverhead/slowdown

² Reliability of checkingmechanism

9
>>>>>>>>>>>>=

>>>>>>>>>>>>;

Will beaddressingtheseissues!



'

&

$

%

AVOIDING REPLICATION

Voter

System S

x[t]

System S

System S

q[t]Ã

Redundant 
Implementation

Error 
Correction

What aregoodalternativesto replication?
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REDUNDANT IMPLEMENTATIONS

State 
 q [t]

Input 
x[t]

q [t]

Faults

s

s

Replacewith larger dynamic system:

Error
Detector/
Corrector

State

Faults

Input 
x[t]

q [t]
h

q [t]
h

Original
States

Redundant 
States

Valid
States

error
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REDUNDANT IMPLEMENTATIONS OF LTI DYNAMIC SYSTEMS

OriginalSystem RedundantImplementation

x[t]
A,B

x[t] A,B
q [t]

s
q [t]

s
q [t]

h

qs[t + 1] = Aq s[t] + Bx [t] qh[t + 1] = Aqh[t] + Bx[t]

qs is d-dimensional qh is ´ -dimensional (´ = d + s)

² Concurrent simulation: qs[t] = Lq h[t]

² Encodingconstraints: qh[t] = Gq s[t]

9
>>>>>>>>=

>>>>>>>>;

Linear (not necessary)

² Fault detection: If qh[t] is not in thecolumnspaceof G, or

Pq h[t] 6= 0 ; PG = 0 ; P hasfull-row ranks
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CHARACTERIZATION OF REDUNDANT IMPLEMENTATIONS

OriginalSystem

qs[t + 1] = Aq s[t] + Bx [t]

qs is d-dimensional

9
>>>>>>>>>>>>>>>=

>>>>>>>>>>>>>>>;

qh[t]= Gq s[t]
¡ !

qs[t]= Lq h[t]
Ã ¡

8
>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>:

RedundantImplementation

qh[t + 1] = Aqh[t] + Bx[t]

qh is ´ -dimensional(´ = d + s)

Standard redundant implementations(Hadjicostis & Verghese1999):
(A ; B) is a redundantimplementationfor (A ; B ) iff (A ; B) is similar to

q¾[t + 1] =
2

6
4

A A 12

0 A 22

3

7
5

| {z }
A ¾

q¾[t] +
2

6
4

B
0

3

7
5

| {z }
B¾

x[t]

for somematricesA 12, A 22

Specifically: InvertibleT suchthat A ¾ = T ¡ 1AT ; B¾ = T ¡ 1B

Relatedwork: ·Siljak' s inclusionprinciple
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DIFFERENT REDUNDANT IMPLEMENTATIONS FOR CHECKSUM SCHEME

Traditionally (Chatterjee and d'Abr eu,Abraham et al., Reed):

x[t]

D
el

ay

-1/4 -1/41/2 1/2

+ + + +

s s s s

+

s 1/2

Usingprevious theorem:

x[t]

D
el

ay

-1/4 -1/41/2 1/2

+ + + +

s s s s

+

s -1/2
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CONCURRENT CHECKING (FAULT DETECTION AND IDENTIFICATION)

Fault model: Singlefault corruptsi th statevariable

qf [t] = qh[t]
| {z }

fault-free
+ v ei

Justification: Constrainedinterconnectionsof adders,multipliersanddelays
) A singlefault corruptsasinglestatevariable

(Classof signalflow graphs,Hadjicostis& Verghese1999)

Concurrent error detection(Abraham, Chatterjee, Hadjicostis, ...):
At endof each timestep,performtheparity check

p[t] ´ P qf [t] = P v ei = v P(:; i ) ?= 0

Err or detection/correctioncapabilities: ConstraintsonmatrixP (codingtheory)
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NON-CONCURRENT CHECKING (1)

Step 0 Step N

Step N-k

+ v e
i

Check
p[N]

Goal: Designredundantimplementationsothatknowledgeof p[N ] allows

detectionandidentificationof error(s)in interval [0; N ]

Moti vation: Relaxreliability requirementsonchecker (e.g.,periodicchecking)

Need: For eachfault (j ), identify

² Value(vj )

² Statevariable(ei j )

² Step(N ¡ kj )

9
>>>>>>>>>>>>=

>>>>>>>>>>>>;

Error correctioninvolvesresetingpaststates/outputs
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NON-CONCURRENT CHECKING (2)

Err or model: At stepN ¡ kj , fault j causes

qf [N ¡ kj ] = qh[N ¡ kj ] + vj ei j

Err or propagation: At stepN ,

qf [N ] = qh[N ] + A kj vj ei j

Parity check: At stepN ,

p[N ] ´ P qf [N ] = vj P A kj ei j

Multiple (D) errors result in:

p[N ] =
DX

j =1
vj P A kj ei j

Task: Constructredundantimplementationfor detection/identificationof D errors
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SYNDROME GENERATION

Observation: Syndromep[N ] is a linearcombinationof columnsof

S =
·

P PA PA 2 ¢¢¢ PA N ¡ 1
¸

Corollary 1: Detectionof D errorsif andonly if
all setsof D columnsof S arelinearly independent

) Needat leastD additionalvariables(s ¸ D)

Corollary 2: Identificationof D errorsif andonly if
all setsof 2D columnsof S arelinearly independent

) Needat least2D additionalvariables(s ¸ 2D)

Lemma (Hadjicostis 2001):
ThesyndromematrixS canbeexpressedas

S =
·

P A 22P A 2
22P ¢¢¢ A N ¡ 1

22 P
¸
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MAIN OBSERVATION EXPLOITED IN NON-CONCURRENT SCHEMES

Vandermondematrix: V (x1; x2; :::; xr ) =

2

6
6
6
6
6
6
6
6
6
6
6
6
4

1 1 ::: 1
x1 x2 ::: xr

x2
1 x2

2 ::: x2
r

... ... ... ...
x2D¡ 1

1 x2D¡ 1
2 ::: x2D¡ 1

r

3

7
7
7
7
7
7
7
7
7
7
7
7
5

Fact: Any 2D columnsof V arelinearlyindependentif parametersf x ig aredistinct

Diagonalmatrix ¤ =

2

6
6
6
6
6
6
6
6
6
6
6
6
4

1 0 0 ::: 0
0 x 0 ::: 0
0 0 x2 ::: 0
... ... ... ... ...
0 0 0 ::: x2D¡ 1

3

7
7
7
7
7
7
7
7
7
7
7
7
5

Then: ¤ kV (x1; x2; :::; xr ) = V (x1xk; x2xk; :::; xr xk)

Fact: Any 2D columnsof
·

V ¤V ¢¢¢ ¤ kV
¸

= V (x1; :::; xr ; :::; x1xk; :::; xr xk)
arelinearly independentif all parametersinvolvedaredistinct
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REDUNDANT IMPLEMENTATION FOR NON-CONCURRENT IDENTIFICATION OF D ERRORS

Redundant implementation

² Usess = 2D additionalstatevariables

² Detects2D errors;identifiesD errorsduringtime interval [0; N ]

² ) Usesminimalpossiblenumberof additionalstatevariables

Procedure

1. Find “appropriate”parametersx, x1; x2; :::; x´ (recall´ = d + s)

2. Set C = ¡ M ¡ 1V (x1; x2; :::; xd), M = V (xd+1 ; xd+2 ; :::; x´ )

3. Set A 22 = M ¡ 1¤M , ¤ = diag(1; x; x2; x3; :::; x2D¡ 1)

4. Perform similarity transformation with T =
2

6
4

I d 0
C I 2D

3

7
5
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THEOREM AND PROOF

Theorem(Hadjicostis 2001):
Resultingredundantimplementationallowsnon-concurrent
(i) identificationof D errors,or
(ii) detectionof 2D errors

Why? SyndromematrixS canbewrittenas

S = M ¡ 1 V (x1; :::; x´ ; x1x; :::; x´ x; x1x2; :::; x´ x2; :::; x1xN ¡ 1; :::; x´ xN ¡ 1)
| {z }

Q

whereQ is a large (2D £ ´ N ) Vandermondematrix

Requirement: Choosex; x1; x2; :::; x´ sothatf xixkg aredistinct

) any 2D columnsof Q arelinearly independent
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EXAMPLE (1)

x[t]

D
el

ay

q [t+1]1 q [t]
1

-1/4 -1/41/2 1/2

+ + + +

q [t]
2 q [t]

4
q [t]

3

s s s s

Stateevolution:

qs[t + 1] = Aq s[t] + bx[t]

=

2

6
6
6
6
6
6
6
6
4

0 0 0 ¡ 1=4
1 0 0 1=2
0 1 0 ¡ 1=4
0 0 1 1=2

3

7
7
7
7
7
7
7
7
5

qs[t] +

2

6
6
6
6
6
6
6
6
4

1
0
0
0

3

7
7
7
7
7
7
7
7
5

x[t]

Goal: N = 15, Detectandidentify two errors ) Use4 additionalvariables

Step1: Chooseparameterssothatxixk aredistinct
f x1; x2; x3; x4; x5; x6; x7; x8; xg = f¡ 4; ¡ 3; 3; 4; ¡ 2; ¡ 1; 1; 2; 4

5g
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EXAMPLE (2)

Step2: Set

M = V (¡ 2; ¡ 1; 1; 2) =

2

6
6
6
6
6
6
6
6
4

1 1 1 1
¡ 2 ¡ 1 1 2

4 1 1 4
¡ 8 ¡ 1 1 8

3

7
7
7
7
7
7
7
7
5

; ¤ =

2

6
6
6
6
6
6
6
6
4

1 0 0 0
0 x 0 0
0 0 x2 0
0 0 0 x3

3

7
7
7
7
7
7
7
7
5

; x = 4
5

Step3: Set

C = ¡ M ¡ 1V (¡ 4; ¡ 3; 3; 4) =

2

6
6
6
6
6
6
6
6
4

¡ 7:5 ¡ 3:333 0:667 2:5
10 3:333 ¡ 1:667 ¡ 6

¡ 6 ¡ 1:667 3:333 10
2:5 0:667 ¡ 3:333 ¡ 7:5

3

7
7
7
7
7
7
7
7
5

A 22 = M ¡ 1¤M =

2

6
6
6
6
6
6
6
6
4

0:468 ¡ 0:084 ¡ 0:036 0:052
0:624 1:008 0:112 ¡ 0:144

¡ 0:144 0:112 1:008 0:624
0:052 ¡ 0:036 ¡ 0:084 0:468

3

7
7
7
7
7
7
7
7
5
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EXAMPLE (3)

Redundant implementation after transformation:

qh[t+1] =

2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

0 0 0 ¡ 1=4 0 0 0 0
1 0 0 1=2 0 0 0 0
0 1 0 ¡ 1=4 0 0 0 0
0 0 1 1=2 0 0 0 0

0:671 2:412 2:341 0:368 0:468 ¡ 0:084 ¡ 0:036 0:052
¡ 1:035 ¡ 2:664 ¡ 5:589 ¡ 1:129 0:624 1:008 0:112 ¡ 0:144

0:621 3:744 9:003 0:465 ¡ 0:144 0:112 1:008 0:624
¡ 0:257 ¡ 3:492 ¡ 5:755 0:796 0:052 ¡ 0:036 ¡ 0:084 0:468

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

qh[t]+

2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

1
0
0
0

¡ 7:5
10
6

2:5

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

x[t]

Syndromematrix:

S = M ¡ 1
·

S0 S1 S2 ¢¢¢ S15

¸

| {z }
Q

whereSk = V (¡ 4xk; ¡ 3xk; 3xk; 4xk; ¡ 2xk; ¡ xk; xk; 2xk) ; x = 4
5
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SYSTEMATIC DESIGN FOR NON-CONCURRENT CHECKING

² Jointly choose

(i) Encodingconstraints(P or G)

(ii) Redundantdynamics(A 22)

² Perform one(non-concurrent) parity check: p[N ] ´ P qf [N ]

(i ) Detect2D faults

(ii ) Identify D faults

9
>>>>>=

>>>>>;

Onany variable,atany stepin [0; N ]

² Advantages:

– Only 2D additionalstatevariables(optimal)

– Efficient identification(Peterson-Gorenstein-Zieglerdecoding)

² Did not address: Finite-precisionarithmeticeffects(quantizationnoise)
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RESEARCH DIRECTIONS RELATED TO EMBEDDINGS FOR LTI SYSTEMS

² Encodedembeddingsof LTI dynamic systems

(i) Systematic,resourceefficient, reflectionof faultsinto algebraicerrors

(ii) Generalize/combinemodularredundancy andchecksumschemes

(iii) Non-concurrenterrorcorrectionandreconfiguration

(iv) Connectionsbetweenlinearcodingandlinearsystemtheory

² Relatedfutur ework

– Applicablechoicesof codingconstraintsandredundantdynamics

– Flexibility in choosingA 12

– Generalhardwaredescriptions(e.g.,factoredstatevariables)

– Finite-precisioneffects,PGZdecodingalgorithm
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EXTENSIONS TO LINEAR FINITE-STATE MACHINES

Stateevolution: qs[t + 1] = Aq s[t] © Bx [t]

whereA , B , qs[¢] andx[¢] haveentriesin GF (q) (q = pm with p prime,m ¸ 1)

x[t]

q [t+1]
1

q [t]
1

+
q [t]

2

a

Examples: Sequenceenumerators,randomnumbergenerators,encoders/decoders,
linearfeedbackshift registers,linearcellularautomata

Additional bonus:

(i) Finite-precisionnotaconcern

(ii) Explicit connectionbetweenlinearcodingandlinearsystemtheory
(relationshipto MDS convolutionalcodesof York & Rosenthal)

(iii) Minimizationof redundanthardware(Hadjicostis& Verghese2002)
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NON-CONCURRENT PROTECTION OF FSMS

...

t = 0

q
1

q
2

q
3

q
L

...

t = 1

q
1

q
2

q
3

q
L

...

t = 2

q
1

q
2

q
3

q
L

x[0]

x[1] ...

t = N

q
1

q
2

q
3

q
L

...

x[N-1]

...

State-transition fault: Fault duringt = 1 affectsstateevolution

Non-concurrent checking: Basedontheobservedstateat timestepN , how dowe

(i) Detecterrors

(ii) Systematically“diagnose”errors
(determinewhatwentwrong,how andwhen)
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FINITE-STATE MACHINE NOTATION

q
1

q
2

q
3

q
4

x
1

x
1

x
3

x
3

x
1

x
2

x
2

x
3

x
2x

1

x
3

x
2

"10""11"

"01""00"

² StateSet: Qs = f q1; q2; :::; qLg Input Set: X = f x1; x2; :::; xK g

² Statesviewedasvectors: Qs = f q(1)
s ; q(2)

s ; :::; q(L)
s g

– E.g., b-dimensionalvectorsin GF (2) (whereb ¸ dlog2 Lesothat2b ¸ L)

– E.g., d-dimensionalvectorsin GF (q) (whereqd ¸ L)

² Next-StateFunction: ±x(q(j )
s ) = ±(q(j )

s ; x), definedfor eachx 2 X
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REDUNDANT IMPLEMENTATIONS OF FSMS

OriginalFSM RedundantFSM

x[t]
d

x[t]
D

q [t]
s

q [t]
h

qs[t + 1] = ±(qs[t]; x[t]) qh[t + 1] = ¢( qh[t]; x[t])

qs[t] is d-dimensionalin GF (q) qh[t] is ´ -dimensionalin GF (q)

² Concurrent simulation: qs[t] = Lq h[t]; L =
·

I d 0
¸

² Encodingconstraints: qh[t] = Gq s[t]; G =
2

6
4

I d

C

3

7
5

9
>>>>>>>>>=

>>>>>>>>>;

Linear constraints

² Concurrent fault detection: Verify thatp[t] ´ Pq h[t] = 0, P =
·

¡ C I s

¸

Task: Appropriate¢ x for x 2 X suchthatG±x(q(j )
s ) = ¢ x(Gq (j )

s ) for all q(j )
s 2 Qs
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CLASS OF REDUNDANT IMPLEMENTATIONS FOR FSMS

Notation: qh[t] =
2

6
4

qhs[t]
qhr [t]

3

7
5 (qhs[t] is d-dimensional, qhr [t] is s-dimensional)

Definition of next-statetransition mapping: For eachinputx 2 X

¢ x(qh[t]) =

2

6
6
6
6
6
4

±x(qhs[t]) ª A 12xCq hs[t] © A 12xqhr [t]

C±x(qhs[t]) ª (CA 12xC © A 22xC)qhs[t] © (CA 12x © A 22x)qhr [t]

3

7
7
7
7
7
5

Verify: Underfault-freeconditions(assumingappropriateinitialization)

qh[t] = Gq s[t] =
2

6
4

I d

C

3

7
5 qs[t] ) qh[t + 1] = Gq s[t + 1]

Generalization: ReplacemappingsA 12x (A 22x) by nonlinearmappings±12x (±22x)
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BLOCK DIAGRAM DESCRIPTION OF REDUNDANT FSM IMPLEMENTATION

Simplifications: (i) A 12x = 0 for all x 2 X

(ii) A 22x = A 22 for all x 2 X

Mapping ¢ x (under input x 2 X ):

q   [t]
hr

q   [t]
hs

q   [t+1]
hr

q   [t+1]
hs

+

dx

Cdx

22- A  C

22
A 

q  [t]
h

D  x



'

&

$

%

NON-CONCURRENT CHECKING IN FSMS (1)

Step 0 Step N

Step N-k

Å v ei

Check
p[N]=Pq [N]j j

j

f

Goal: DesignredundantFSMimplementationsothatknowledgeof p[N ]

allowsusto detectandidentify of error(s)in interval [0; N ]

Need: For eachfault (j ), identify

² Value(vj )

² Statevariable(ei j )

² Step(N ¡ kj )

9
>>>>>>>>>>>>=

>>>>>>>>>>>>;

Error correctioninvolvesresetingpaststates/outputs
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NON-CONCURRENT CHECKING IN FSMS (2)

Err or model: Fault j corruptsthei j th statevariableby vj duringstepN ¡ kj

qf [N ¡ kj ] = qh[N ¡ kj ]
| {z }

fault-freestate

©vj ei j

Err or propagation: At stepN , qf [N ] = qh[N ] © e

Nonlinear machine: Errore hardto characterize

Theorem: Syndromep[N ] = vj A
kj
22Pei j

Generalizesto: Syndromep[N ] =
DX

j =1
vj A

kj
22Pei j

Again: Syndromep[N ] is a linearcombinationof columnsof

S =
·

P A 22P A 2
22P ¢¢¢ A N ¡ 1

22 P
¸
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FSM CONSTRUCTION FOR NON-CONCURRENT IDENTIFICATION

Redundant implementation

² Usess = 2D additionalstatevariables

² Detects2D errors; identifiesD errorsduringtime interval [0; N ]

Procedure

1. Find “appropriate”parametersx, x1; x2; :::; x´ (recall´ = d + s)

2. Set C = ¡ M ¡ 1V (x1; x2; :::; xd), M = V (xd+1 ; xd+2 ; :::; x´ )

3. Set A 22 = M ¡ 1¤M , ¤ = diag(1; x; x2; x3; :::; x2D¡ 1)

4. Set ¢ x for eachx 2 X
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FINITE FIELD CONSIDERATIONS

Designrequirement: xixk aredistinct, 1 · i · ´ , 0 · k · N ¡ 1

² Necessarycondition: Finite field needsat least´ N nonzero entries
) q ¡ 1 ¸ ´ N

² Onepossibility: Let g beaprimitiveelementof GF (q)
(i.e.,f 1; g; g2; g3; :::; ggeneratesall nonzeroelementsin GF (q))

Set: x = g´ , xi = gi , 1 · i · ´

² Constructionrelatedto MDS convolutionalcodes(Rosenthal& York)
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RESEARCH DIRECTIONS RELATED TO EMBEDDINGS OF FSMS

² Encodedembeddingsof FSMs

– Systematic,resource-efficientfault tolerancefor FSMs

– Reflectionof hardwarefaultsthrougherrormodels

– Generalizationof modularredundancy andchecksumschemes

– Non-concurrent,periodicchecking

² Relatedfutur ework

– Otherpairsof codingconstraintsandredundantdynamics

– Rollback-basedcorrection

– Flexibility in choosingA 12

– Flexibility in choosinginput-varyingA 12x and/orA 22x
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DEALING WITH VOTER FAULTS

Voter

System S

"Corrected" State

State q [t]1

State q [t]
2

State q [t]
3

x[t]

System S

System S

q[t]Ã

Problem: If voterfailswith prob. pv, thenafterL steps

Pr[ correctstatetrajectory] · (1 ¡ pv)L
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DISTRIBUTED VOTING SCHEMES (HADJICOSTIS AND VERGHESE)

Voter 1System 1

System j

System n

...
...

...
...

Voter n

Voter j

Input

At eachstep:

² Systemsfail with prob. ps ² Votersfail with prob. pv

Pr[ overall failureator beforetimeL ] · L
nX

i= n=2

0

@
n
i

1

A pi (1 ¡ p)n¡ i , p ´ pv + (1 ¡ pv)ps

Result: Probabilitydecreasesexponentiallywith n if p < 1=2

Related: Compressorgraphs(Margulis,Pippenger),stablememories(Taylor, Kuznetsov)
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UNRELIABLE DIGITAL COMMUNICATION LINK

p

p

1-p

1-p0 0

1 1

Sendsamebit n times:

Pr[ error] =
nX

i= n=2

0

@
n
i

1

A pi (1 ¡ p)n¡ i

p

p

1-p

1-p0 0

1 1

CHANNEL

En
co

de
r

Co
rre

ct
io

n

k bits k bitsn bits n bits

X x (corrupted)

Fault-Free Fault-Free

Shannon:Cansendk bitswith arbitrarily smallerrorby sendingn bitsaslongas
k
n < C (whereC is thechannelcapacityanddependsonly onp)
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EMBEDDING k SYSTEMS INTO n REDUNDANT SYSTEMS

Considerk instantiations of an LFSM:

q1[t + 1] = Aq 1[t] © bx1[t]

q2[t + 1] = Aq 2[t] © bx2[t]
...

qk[t + 1] = Aq k[t] © bxk[t]

Embedk instantiations into n systemsusing (n; k) linear code:

·

»1[¿] »2[¿] ¢¢¢ »n[¿]
¸

| {z }

qT
h [¿]

´
·

q1[¿] q2[¿] ¢¢¢ qk[¿]
¸

| {z }

qT
s [¿]

GT

if
h

»1[t + 1] »2[t + 1] ¢¢¢ »n[t + 1]
i

= A
h

»1[t] »2[t] ¢¢¢ »n[t]
i
©b

³ h
x1[t] x2[t] ¢¢¢ xk[t]

i
GT

´

| {z }

e
³ h

x1[t] x2[t] ¢¢¢ xk[t]
i´



'

&

$

%

EMBEDDING k DISTINCT LFSMS INTO n REDUNDANT LFSMS

.......

n redundant
systems

k distinct
inputs

E
nc

od
er

"D
is

tr
ib

ut
ed

 V
ot

in
g"

k systems

.......

k distinct
inputs Replace with

Stateevolution of i th LFSM:

qi [t + 1] = Aq i [t] © bxi [t]
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RELIABLE LFSMS USING CONSTANT REDUNDANCY

Theorem(Hadjicostis and Verghese):

Usingconstant redundancypersystem,we canembedk distinctLFSMs
into n redundantLFSMssuchthat

Pr[ overall fault at or beforetimeL ] < LC k¡ ¯

Construction:

² LFSMsuseunreliableXOR gates(2–input)

² Encodinguseslow densityparity check(LDPC)codes(Gallager1963)

² DecodingdoneusingunreliableXOR gatesandvoters
(techniquesstudiedby Gallager(1963)andTaylor (1968))

Relatedwork: Spielman,Gács
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RESEARCH DIRECTIONS RELATED TO EMBEDDINGS OF MULTIPLE LFSMS

² Practicalimplementations

– Fast/inexpensiveencodersanddecoders

– Digital signalprocessing(linearfilters)

² Generalizations(arbitraryfinite-statemachines)

² Permanentfaults(reconfiguration)

² Theoreticalwork:

– Bounds,“computationalcapacity”

– Low-complexity errorcorrection
(iterativeschemes,sequentialdecoding,“turbo” codesetc.)
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OTHER RESEARCH INTERESTS

² Systemcontrol,monitoring,testing,verification

² Distributedembeddedsystems

² Real-timesystems

² Softwarereliability

) Applicability of error detection/correction techniques

) Implication of hardware redundancy, architectural constraints

Other:

² Soft-decisiondecoding

² Probabilisticencoding,probabilisticrouting

² Network reconfiguration,performanceguarantees

² Systemreconfiguration,resourceallocation


