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C. HADJICOSTIS: MAIN RESEARCH THRUSTS (1)

² Analysisof complexnetworkedsystems(NSFITR, NSFECS)

– Error control,monitoring,testing,verification

– Infrastructureconstraints(e.g.,link delays,packetdrops,distributivity)

– Architecturalconstraints(hardware/communication/algorithmicoverhead)

– Fundamentallimitations,robustnessto incomplete/erroneoussensordata

– Otherissues:Modeluncertainty, detectiondelay, sensor/actuatorallocations

– Applications:Networkedcontrolsystems,remotelycontrolledsystems,
traffic systems,manufacturingsystems

² Path diversity in networkedsystems(Lucent)

² Soft-decisiondecoding(Motorola)

² Fault-tolerant operation of energy processingsystems(NSFEPNES,ONR)
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C. HADJICOSTIS: MAIN RESEARCH THRUSTS (2)

² Fault-tolerant dynamic systems(NSFCareer, AFOSRURI)

– Roleof systemdynamicsandstructure,codingfor protection

– Special-purposearchitectures(e.g.,communication,signalprocessing)

– Applications:Digital sequentialsystems,digital filters, embeddedsystems

² Err or control and noise-tolerancein digital circuits (NSFITR)

– Implicationsto speed,cost,powerconsumption

– Novel digital designs

– Applications:Reliablesystemsfrom unreliablecomponents

² Graduate coursein Fall 2003:ECE 497CH

– CodingApproachesto ReliableSystemDesign



'

&

$

%

PREVIEW: NON-CONCURRENT (DYNAMIC) PROTECTION OF FSMS
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State-transition fault: Transientfault duringt = 1 affectsstateevolution

Non-concurrent checking: Efficient useof redundancysothatwecan

(i) Detecterrors
(ii) Systematically“diagnose”errors

(whatwentwrong,how andwhen)

9
>>>>>=

>>>>>;

Basedonstateat timestepN
(a) Reduceoverhead
(b) Relaxreliability requirements
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RELATED WORK ON FAULT TOLERANCE AND DIAGNOSIS

² Communication systems(channelnoise,error-correctingcodes)

² Computational circuits (hardware faults, modular redundancy)

– Eachcomponentfailswith constantprobability

– Earlierwork by vonNeumann,Shannon,Winograd,Eliasandothers;
laterwork by Pippenger, Gács,Hajek,Feder, Reischuk

² Special-purposesystems(Algorithm-Based Fault Tolerance)

– Protectagainstfixednumberof faults,fault-freecorrector

– Recentwork by Abraham,Redinbo,Musicus,Beckmann

² Fault diagnosisin discreteevent systems

– Observability limitations,distributivity constraints,complexity of diagnoser

– Work by Wonham,Teneketzis,Lafortune,Kumar, Benveniste,Giua

² Fault toleranceand monitoring in finite-state machines(concurrent check)

– Work by Reed,Redinbo,Kinney, Shen,Leveugle
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DISCRETE-TIME DYNAMIC SYSTEMS

Output
 y[t]

State 
 q[t]Input 

x[t]

q[t]
d

q[t]
q[t+1]

l

StateEvolution: q[t + 1] = ±(q[t]; x[t])

OutputEquation: y[t] = ¸ (q[t]; x[t])

Examples: Digital filters, encoders/decoders,FSMs,algorithmiccomputations

Transient fault in statetransition mechanism: Errorpropagatesin futuresteps

Transient fault in output mechanism: Outputcorruptedat thatparticularstep



'

&

$

%

UNIVERSAL APPROACH: MODULAR REDUNDANCY (VON NEUMANN)

Voter

"Corrected"
     State

State q [t]1

State q [t]
2

State q [t]
3

Input x[t] Dynamic
System
Replica

q[t]ˆDynamic
System
Replica

Dynamic
System
Replica

y[t]ˆ

    Fault-Tolerant
Combinational Unit

Problemswith modular redundancy

² Replication

² Checkingoverhead/slowdown

² Reliability of checkingmechanism

9
>>>>>>>>>>>>=

>>>>>>>>>>>>;

Ourwork addresstheseissues!
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REDUNDANT IMPLEMENTATIONS

State 
 q [t]

Input 
x[t]

q [t]

Faults

s

s

Replacewith larger dynamic system:

Error
Detector/
Corrector

State

Faults

Input 
x[t]

q [t]
h

q [t]
h

Original
States

Redundant 
States

Valid
States

error
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LINEAR FINITE-STATE MACHINES (LFSMS)

Stateevolution: q[t + 1] = Aq[t] © Bx[t]

² A, b, q[¢] andx[¢] haveentriesin GF (q) (q = pm for p prime,m ¸ 1)

² Addition andmultiplicationin GF (q)

Examples:Sequenceenumerators,randomnumbergenerators,encoders/decoders,
linearfeedbackshift registers,linearcellularautomata

Onepossibleimplementation: Useadders,multipliersandmemoryelements

x[t]

q [t+1]
1

q [t]
1

+
q [t]

2

a

q[t] ´
2

6
4

q1[t]
q2[t]

3

7
5 ; A =

2

6
4

0 ®
1 0

3

7
5 ; B =

2

6
4

1
0

3

7
5
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FAULT DETECTION AND CORRECTION IN LFSMS

OriginalLFSM RedundantLFSM

x[t]
A,B

x[t] A,B
q [t]

s
q [t]

s
q [t]

h

qs[t + 1] = Aqs[t] © Bx[t] qh[t + 1] = Aqh[t] © Bx[t]
qs is d-dimensional qh is ´ -dimensional; ´ = d + s;s > 0

² Concurrent simulation: qs[t] = Lqh[t]

² Encodingconstraints: qh[t] = Gqs[t]

9
>>>>>>>>=

>>>>>>>>;

Linear in GF(q) (not necessary)

² Fault detection: If qh[t] is not in thecolumnspaceofG, or

Pqh[t] 6= 0 ; PG = 0
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CHARACTERIZATION OF REDUNDANT LFSM IMPLEMENTATIONS

OriginalLFSM

qs[t + 1] = Aq s[t] © Bx [t]

qs is d-dimensional

9
>>>>>>>>>>>>>>>=

>>>>>>>>>>>>>>>;

qh[t]= Gq s[t]¡ !
qs[t]= Lq h[t]

Ã ¡

8
>>>>>>>>>>>>>>><

>>>>>>>>>>>>>>>:

RedundantLFSM

qh[t + 1] = Aqh[t] © Bx[t]

qh is ´ -dimensional(´ = d + s)

Standard redundant implementations(Hadjicostis & Verghese2002):
(A ; B) is aredundantimplementationfor (A;B) if f (A ; B) is similarto thefollowing
standardform:

qσ[t + 1] =
2

6
4
A A12

0 A22

3

7
5

| {z }
A ¾

qσ[t] ©
2

6
4
B

0

3

7
5

| {z }
B¾

x[t]

for somematricesA12,A22

Specifically: InvertibleT suchthat A σ = T ¡ 1AT ; Bσ = T ¡ 1B

Relatedconcepts:Inclusionprinciple(·Siljak), bisumulation(Pappas)
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DIFFERENT REDUNDANT IMPLEMENTATIONS FOR CHECKSUM SCHEME IN GF (2)

Traditionally (Chatterjee, Abraham, Reed):

x[t]

D
el

ay+ +

+

Usingprevious theorem:

x[t]

D
el

ay+ +

+
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CONCURRENT FAULT DETECTION AND IDENTIFICATION

Fault model: Singlefault corruptsi th statevariable

qf [t] = qh[t]
| {z }

fault-free
© v ei

Justification: Verygeneralmodel(canberelaxed)

For instance,modelis valid if asinglefault resultsin asinglebit (variable)error

Concurrent error detection(Abraham, Chatterjee, Hadjicostis, ...):
At endof each timestep,performtheparity check

p[t] ´ P qf [t] = P v ei
?= 0

Err or detection/correctioncapabilities: ConstraintsonmatrixP, codingtheory
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NON-CONCURRENT CHECKING (1)

Step 0 Step N

Step N-k

Å v ei

Check
p[N]=Pq [N]j j

j

f

Goal: Designredundantimplementationsothatknowledgeof p[N ] allows

detectionandidentificationof error(s)in interval [0; N ]

Moti vation: Relaxcheckingrequirements(e.g.,periodicchecking)

Need:For eachfault (j ), identify

² Value(vj)

² Statevariable(eij )

² Step(N ¡ kj)

9
>>>>>>>>>>>>=

>>>>>>>>>>>>;

For errorcorrection,onemayhave to resetpaststates/outputs
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NON-CONCURRENT CHECKING (2)

Err or model: Initially, fault j duringstepN ¡ kj ¡ 1 causes

qf [N ¡ kj] = qh[N ¡ kj] © vj eij

Err or propagation: At stepN ,

qf [N ] = qh[N ] © A kj vj eij

Parity check: At stepN ,

p[N ] = P qf [N ] = vj P A kj eij

Multiple errors result in:

p[N ] =
DX

j=1
vj P A kj eij

Task: EnsurethatD errorscanbedetected/identified
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SYNDROME GENERATION

Observation: Syndromep[N ] is a linearcombinationof D columnsof

S =
·

P PA PA 2 ¢¢¢ PAN ¡ 1
¸

Lemma 1: Detectionof D errorsif andonly if
all setsof D columnsof S arelinearly independent

) Needat leastD additionalvariables(s ¸ D)

Lemma 2: Identificationof D errorsif andonly if
all setsof 2D columnsof S arelinearly independent

) Needat least2D additionalvariables(s ¸ 2D)

Theorem: ThesyndromematrixS canbeexpressedas

S =
·

P A22P A2
22P ¢¢¢ AN ¡ 1

22 P
¸
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MAIN OBSERVATION EXPLOITED IN NON-CONCURRENT SCHEMES

Vandermondematrix: V(x1; x2; :::; xr) =

2

6
6
6
6
6
6
6
6
6
6
6
6
4

1 1 ::: 1
x1 x2 ::: xr

x2
1 x2

2 ::: x2
r

... ... ... ...
x2D¡ 1

1 x2D¡ 1
2 ::: x2D¡ 1

r

3

7
7
7
7
7
7
7
7
7
7
7
7
5

Fact: Any 2D columnsofV arelinearlyindependentif parametersf x ig aredistinct

Diagonalmatrix: Λ =

2

6
6
6
6
6
6
6
6
6
6
6
6
4

1 0 0 ::: 0
0 x 0 ::: 0
0 0 x2 ::: 0
... ... ... ... ...
0 0 0 ::: x2D¡ 1

3

7
7
7
7
7
7
7
7
7
7
7
7
5

Then: ΛkV(x1; x2; :::; xr) = V(x1xk; x2xk; :::; xrxk)

Conclusion:Any 2D columnsof
·

V ΛV ¢¢¢ ΛkV
¸

= V(x1; :::; xr; :::; x1xk; :::; xrxk)
arelinearly independentif all parametersinvolvedaredistinct
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RESULTING CONSTRUCTION

² Redundantimplementationusesminimal numberof additionalstatevariables
(s = 2D)

² Allowsnon-concurrent

– Identificationof D errors

– Detectionof 2D errors

² Designrequirement: xixk areunique, 1 · i · ´ , 0 · k · N ¡ 1

² Necessarycondition: GF (q) needsat least́ N nonzero entries q ¡ 1 ¸ ´ N

² Related: MDS convolutionalcodes(Rosenthal& York 1999)
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EXAMPLE: NON-CONCURRENT IDENTIFICATION OF TWO ERRORS (1)

x[t]

D
el

ay+ +

Stateevolution (in GF(41)) for original system:

qs[t + 1] = Aqs[t] + bx[t]

=

2

6
6
6
6
6
6
6
6
4

0 0 0 1
1 0 0 1
0 1 0 0
0 0 1 0

3

7
7
7
7
7
7
7
7
5

qs[t] +

2

6
6
6
6
6
6
6
6
4

1
0
0
0

3

7
7
7
7
7
7
7
7
5

x[t]

Goal: Detectandidentify two errors ) Use4 additionalvariables

Note: N = 5; ´ = 8 ) N ´ = 40
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EXAMPLE: NON-CONCURRENT IDENTIFICATION OF TWO ERRORS (2)

Primiti veelementin GF(41): g = 7 generatesall nonzeroelements

f 7; 72; 73; 74; 75; 76; 77; 78; 79; 710; :::g = f 7; 8; 15; 23; 38; 20; 17; 37; 13; 9; :::g

Choose:

M = V(38; 20; 17; 37)=

2

6
6
6
6
6
6
6
6
4

1 1 1 1
38 20 17 37
9 31 2 16

14 5 34 18

3

7
7
7
7
7
7
7
7
5

; Λ =

2

6
6
6
6
6
6
6
6
4

1 0 0 0
0 x 0 0
0 0 x2 0
0 0 0 x3

3

7
7
7
7
7
7
7
7
5

; x = 37

Set:

C = ¡ M¡ 1V(7; 8; 15; 23)=

2

6
6
6
6
6
6
6
6
4

37 20 29 28
38 23 12 34
7 21 25 21

40 17 15 39

3

7
7
7
7
7
7
7
7
5

A22 = M¡ 1ΛM =

2

6
6
6
6
6
6
6
6
4

21 16 36 18
7 18 40 7

23 18 12 37
32 31 36 21

3

7
7
7
7
7
7
7
7
5
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EXAMPLE: NON-CONCURRENT IDENTIFICATION OF TWO ERRORS (3)

Stateevolution in GF (41)for redundant implementation:

qh[t + 1] =

2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

0 0 0 1 0 0 0 0
1 0 0 1 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 24 25 9 21 16 36 18

37 16 27 26 7 18 40 7
38 33 5 29 23 18 12 37
7 9 25 17 32 31 36 21

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

qh[t] +

2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

1
0
0
0

37
38
7

40

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

x[t]

Syndromematrix:

S = M¡ 1
·

S0 S1 S2 S3 S4

¸

| {z }
Q

whereSk = V(7xk; 8xk; 15xk; 23xk; 38xk; 20xk; 17xk; 37xk) ; x = 37

Efficient decoding:Slightmodificationallows theuseof PGZalgorithm
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NON-CONCURRENT PROTECTION OF FSMS

...

t = 0

q
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L
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L
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t = 2

q
1

q
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q
L

x[0]

x[1] ...

t = N

q
1

q
2

q
3

q
L

...

x[N-1]

...

State-transition fault: Transientfault duringt = 1 affectsstateevolution

Objectives:

² Captureboundednumberof state-transitionfaults

² Minimize overheadin redundantimplementation

² Minimize overheadin errordetecting/correctingstage
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FINITE-STATE MACHINE NOTATION

q
1

q
2

q
3

q
4

x
1

x
1

x
3

x
3

x
1

x
2

x
2

x
3

x
2x

1

x
3

x
2

"10""11"

"01""00"

² StateSet: Qs = f q1; q2; :::; qLg Input Set: X = f x1; x2; :::; xKg

² Statesviewedasvectors: Qs = f q(1)
s ;q(2)

s ; :::;q(L)
s g

– E.g., b-dimensionalvectorsin GF (2) (whereb ¸ dlog2 Lesothat2b ¸ L)

– Will use: d-dimensionalvectorsin GF (q) (whereqd ¸ L)

² Next-StateFunction: ±x(q(j)
s ) = ±(q(j)

s ; x), definedfor eachx 2 X
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REDUNDANT IMPLEMENTATIONS OF FSMS

OriginalFSM RedundantFSM

x[t]
d

x[t]
D

q [t]
s

q [t]
h

qs[t + 1] = ±(qs[t]; x[t]) qh[t + 1] = ¢( qh[t]; x[t])

qs[t] is d-dimensionalin GF (q) qh[t] is ´ -dimensionalin GF (q), ´ = d + s

² Concurrent simulation: qs[t] = Lqh[t]; L =
·

Id 0
¸

² Encodingconstraints: qh[t] = Gqs[t]; G =
2

6
4
Id

C

3

7
5

9
>>>>>>>>>=

>>>>>>>>>;

Linear constraints

² Concurrent fault detection: Verify thatp[t] ´ Pqh[t] = 0, P =
·

¡ C Is
¸

Task: Appropriate¢ x for x 2 X suchthatG±x(q(j)
s ) = ¢ x(Gq(j)

s ) for all q(j)
s 2 Qs
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SIMPLE EXAMPLE OF REDUNDANT FSM IMPLEMENTATION (1)

Notation: qh[t] =
2

6
4
qhs[t]
qhr[t]

3

7
5 (qhs[t] is d-dimensional, qhr[t] is s-dimensional)

Under normal conditions: (i) qhs[t] = qs[t] (original state)

(ii ) qhr[t] = Cqs[t] (constraints)

Possiblenext-statetransition mapping: For eachinputx 2 X

¢ x(qh[t]) =

2

6
6
6
6
6
4

±x(qhs[t])

C±x(qhs[t])

3

7
7
7
7
7
5

Verify: Underfault-freeconditions(assumingappropriateinitialization)

qh[t] = Gqs[t] =
2

6
4
Id

C

3

7
5 qs[t] ) qh[t + 1] = Gqs[t + 1]
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SIMPLE EXAMPLE OF REDUNDANT FSM IMPLEMENTATION (2)

Mapping ¢ x (defined for eachinput x 2 X ):

q   [t]
hr

q   [t]
hs

q   [t+1]
hr

q   [t+1]
hs

dx

Cdx

q  [t]
h

D  x

“Memoryless” construction: qhr[t] notusedin next-stategeneration
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MORE GENERAL CLASS OF REDUNDANT FSM IMPLEMENTATIONS

Samenotation: qh[t] =
2

6
4
qhs[t]
qhr[t]

3

7
5

Next-statetransition mapping: For eachinputx 2 X

¢ x(qh[t]) =

2

6
6
6
6
6
4

±x(qhs[t])ª A12xCqhs[t] © A12xqhr[t]

C±x(qhs[t])ª (CA12xC © A22xC)qhs[t] © (CA12x © A22x)qhr[t]

3

7
7
7
7
7
5

Verify: Underfault-freeconditions(assumingappropriateinitialization)

qh[t] = Gqs[t] =
2

6
4
Id

C

3

7
5 qs[t] ) qh[t + 1] = Gqs[t + 1]
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BLOCK DIAGRAM DESCRIPTION OF REDUNDANT FSM IMPLEMENTATION

Simplifications: (i) A12x = 0 for all x 2 X

(ii) A22x = A22 for all x 2 X

Mapping ¢ x (defined for eachinput x 2 X ):

q   [t]
hr

q   [t]
hs

q   [t+1]
hr

q   [t+1]
hs

+

dx

Cdx

22- A  C

22
A 

q  [t]
h

D  x
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NON-CONCURRENT CHECKING IN FSMS (1)

Step 0 Step N

Step N-k

Å v ei

Check
p[N]=Pq [N]j j

j

f

Goal: DesignredundantFSMimplementationsothatknowledgeof p[N ]

allowsusto detectandidentify error(s)in interval [0; N ]

Need: For eachfault (j ), identify

² Value(vj)

² Statevariable(eij )

² Step(N ¡ kj)

9
>>>>>>>>>>>>=

>>>>>>>>>>>>;

Error correctioninvolvesresetingpaststates/outputs



'

&

$

%

NON-CONCURRENT CHECKING IN FSMS (2)

Err or model: Fault j corruptsthei jth statevariableby vj duringstepN ¡ kj

qf [N ¡ kj] = qh[N ¡ kj]
| {z }

fault-freestate

© vj eij

Err or propagation: At stepN , qf [N ] = qh[N ] © e

Nonlinear machine: Errore hardto characterize

Theorem: Syndromep[N ] = vjA
kj
22Peij

Generalizesto: Syndromep[N ] =
DX

j=1
vjA

kj
22Peij

Again: Syndromep[N ] is a linearcombinationof columnsof

S =
·

P A22P A2
22P ¢¢¢ AN ¡ 1

22 P
¸
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RESULTING REDUNDANT FSM IMPLEMENTATIONS AND FUTURE WORK

² Encodedembeddingsof FSMs:

– Reflectionof hardwarefaultsthrougherrormodels

– Generalizationof modularredundancy andchecksumschemes

– Non-concurrent,periodicchecking

² Relatedfutur ework:

– Rollback-basedcorrection,resource-efficiency issues

– Extensionsto verification,branchprediction

– Extensionsto distributed/decentralizedsettings

– Otherapplicablechoicesof codingconstraintsandredundantdynamics

– Flexibility in choosingA12, or input-varyingA12x and/orA22x
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FUTURE WORK

Overall objective: Understandandmanagecomplex dynamicsystems

² Applications:monitoring,testing,verification,control

² Distributedembeddedsystems

² Real-timesystems

² Layeredcontrolarchitectures

) Applicability of error detection/correction techniques

) Implications to hardware redundancy, architectural constraints


