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C. HADJICOSTIS: MAIN RESEARCH THRUSTS (1)

-

2 Analysis of complexnetworked systems(NSFITR, NSFECS)

— Error control, monitoring,testing,verification

— Infrastructureconstraintge.g.,link delays pacletdrops,distributivity)

— Architecturalconstraintghardware/communication/algorithmmverhead)
— Fundamentaimitations, robustnesgo incomplete/erroneous=nsodata

— OtherissuesModeluncertaintydetectiondelay sensor/actuatallocations

— Applications:Networked controlsystemsremotelycontrolledsystems,
traffic systemsmanufcturingsystems

2 Path diversity in network ed systemg(Lucent)

2 Soft-decisiondecoding(Motorola)

2 Fault-tolerant operation of energy processingsystemsNSFEPNES,ONR) )




4 C. HADJICOSTIS: MAIN RESEARCH THRUSTS (2)

2 Fault-tolerant dynamic systemgNSF CareerAFOSRURI)

— Roleof systemdynamicsandstructure codingfor protection
— Special-purposarchitecturege.g.,communicationsignalprocessing)

— Applications:Digital sequentiatystemsdigital filters, embeddedystems

2 Error control and noise-tolerancen digital circuits (NSFITR)

— Implicationsto speedgcost,ponver consumption
— Novel digital designs

— Applications:Reliablesystemdrom unreliablecomponents

2 Graduate coursein Fall 2003: ECE 497CH

— CodingApproachedo ReliableSystemDesign

-




PREVIEW: NON-CONCURRENT (DYNAMIC) PROTECTION OF FSMs
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State-transition fault: Transienfaultduringt = 1 affectsstateevolution

Non-concurrent checking: Efficient useof redundancyothatwe can

NN/ ©

(i) Detecterrors Basedon stateat time stepN
(i) Systematicallydiagnose’errors (a) Reduceoverhead
(whatwentwrong,how andwhen).g (b) Relaxreliability requirements




RELATED WORK ON FAULT TOLERANCE AND DIAGNOSIS

-
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N

N
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Communication systemgchannelnoise,error-correcting codes)

Computational circuits (hardware faults, modular redundancy)

— Eachcomponentails with constantprobability

— Earlierwork by von NeumannShannonWinograd,Eliasandothers;
laterwork by PippengerGacs,Hajek, Feder Reischuk

Special-pumposesystemgAlgorithm-Based Fault Tolerance)

— Protectagainstfixed numberof faults,fault-freecorrector

— Recentwork by Abraham Redinbo,Musicus,Beckmann

Fault diagnosisin discrete event systems

— Obsenrability limitations, distributivity constraintscompleity of diagnoser

— Work by Wonham,Teneletzis,Lafortune Kumar Berveniste Giua

Fault toleranceand monitoring in finite-state machines(concurrent check)

— Work by Reed Redinbo Kinney, Shen Leveugle

/




DISCRETE-TIME DYNAMIC SYSTEMS

StateEvolution: qit + 1] = Hq[t]; x[t])

OutputEquation: y[t] = , (qt]; x[t])

Examples: Digital filters, encoders/decodersSMs,algorithmiccomputations

Transient fault in statetransition mechanism: Error propagtesin future steps

Transient fault in output mechanism: Outputcorruptedatthatparticularstep )




UNIVERSAL APPROACH: MODULAR REDUNDANCY (VON NEUMANN)
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2 Reliability of checkingmechanism:




REDUNDANT IMPLEMENTATIONS
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LINEAR FINITE-STATE MACHINES (LFSMS)

State evolution: q[t + 1]= Aq[t] © Bx][t]

2 A, b, q[d andx[§ have entriesin GF (q) (gq= p™ for pprime,m , 1)
2 Addition andmultiplicationin GF (q)

Examples:Sequencenumeratorsandomnumbergeneratorsencoders/decoders,
linearfeedbaclkshift registers linearcellularautomata

One possibleimplementation: Useaddersmultipliersandmemoryelements

q,[t+1] []%[ afd
x[t] }

V a
[t ioh[t]% §0®2'B=;12
4 ] 10’ 0




FAULT DETECTION AND CORRECTION IN LFSMs

Original LFSM Redundant FSM
g [t] altl ~ alt
ﬂ» A,B > > XL A,B >U " >
qs[t + 1]= Aq,[t] © Bx[t] anlt + 1]= Aq,[t] © Bx[t]
q, is d-dimensional qy IS~ -dimensiongl” = d+ s;s> 0

9
2 Concurrent simulation: qgft] = th[t]§
é Linear in GF(q) (not necessary)

2 Encoding constraints: qu[t] = Gq,[t] -

2 Fault detection: If qy[t] is nhotin thecolumnspaceof G, or

Pq,[t] 6 0 ; PG =20 J




4 CHARACTERIZATION OF REDUNDANT LFSM IMPLEMENTATIONS N
Original LFSM % § Redundant FSM
aslt + 1] = Aqsft]©Bx[t] , YW T gt + 1] = Agplt] © Bx[t]
% it ALl §

Js Is d-dimensional gh IS~ -dimensional” = d+ s)

Standard redundantimplementations (Hadjicostis & Verghese2002):
(A; B) isaredundanimplementatiorior (A ; B) iff (A' B) is similarto thefollowing
standardorm: 3

Qlt + 1]= ﬁi’ﬂ U[t]@?—% «Ii]
Ay
|——fz——} |_{z_}
Az, Bs,
for somematricesA 15, Ao»
Specifically: InvertibleT suchthat A,=T/!AT ; B,=TilB
S Relatedconcepts:Inclusionprinciple (Siljak), bisumulation(Pappas) )




DIFFERENT REDUNDANT IMPLEMENTATIONS FOR CHECKSUM SCHEME IN GF (2) N

Traditionally (Chatterjee, Abraham, Reed):
)@_}
X[t] TWKD'—»

Using previoustheorem:

-0 D
TS

Delay




CONCURRENT FAULT DETECTION AND IDENTIFICATION

Fault model: Singlefault corruptsith statevariable

qrlt] = &?Jﬂ © Ve
fault-free

Justification: Very generaimodel(canberelaxed)
For instancemodelis valid if asinglefaultresultsin asinglebit (variable)error
Concurrent error detection(Abraham, Chatterjee, Hadjicostis, ...):

At endof ead time step,performthe parity chedk
plt] ©~ Pqyft] = Pve; £ 0

Err or detection/correction capabilities: Constraintn matrix P, codingtheory




NON-CONCURRENT CHECKING (1)

Step N—kj

Step O V/ Step N
- — —
/ Check
Avie, pINI=Pq [N]

Goal: Designredundantmplementatiorsothatknowledgeof p[N | allows

detectionandidentificationof error(s)in interval [O; N |

Motivation: Relaxcheckingrequirementge.g.,periodicchecking)

Need: For eachfault(j ), identify
2 Value(v;) :

2 Statevariable(e; ) . For errorcorrection,onemay have to resetpaststates/outputs

RRARARN/ | NRKKRARARARN/

\_ 2Step(N i kj) 7 .




NON-CONCURRENT CHECKING (2)

Err or model: Initially, faultj duringstepN | k; i 1causes

N i K= auN i kjJOVv; e

Err or propagation: At stepN,
asIN]= as[NJO A v, e

Parity check: At stepN,
pIN]= P qN]=v,; P A" ¢,

Multiple errorsresultin:

D |
pIN]= " v;PA" e,
=1

j_

Task: EnsurethatD errorscanbedetected/identified




SYNDROME GENERATION

Obsevation: Syndromep[N ] is alinearcombinationof D columnsof

S= P PA PA2 ¢t¢ PANIL

Lemma 1: Detectionof D errorsif andonly if
all setsof D columnsof S arelinearly independent

) NeedatleastD additionalvariablegs, D)

Lemma 2: Identificationof D errorsif andonly if
all setsof 2D columnsof S arelinearly independent

) Needatleast2D additionalvariablegs, 2D)

Theorem: Thesyndromamatrix S canbeexpresseas

S= P ApP ALP 0t¢ AY P




4 MAIN OBSERVATION EXPLOITED IN NON-CONCURRENT SCHEMES N
2 3
1 1 1
X1 X2 X,
Vandermondematrix: V(X1; Xz, X,) = & X3 X3 X2
;@Di 1 ;@Di 1 :::. ;<§Di 1

Fact: Any 2D columnsof V arelinearlyindependent parameter§x ;g aredistinct

2

100 =0
Ox 0 =20
Diagonalmatrix: A=§0 0 x? 2 0

b O O :::. ;<2Di 1

Then: | A"V (x1: X2 0%,) = V(xaxF: xox®: i x,.x")

Conclusion: Any 2D columnsof V AV ¢¢¢ AV = V(X1 X, xaxF e x,xh)

arelinearly independenif all parametersvolvedaredistinct

/




RESULTING CONSTRUCTION

2 Redundantmplementationusesminimal numberof additionalstatevariables
(s=2D)

N

Allows non-concurrent

— ldentificationof D errors

— Detectionof 2D errors

2 Designrequirement: | x;x* areunique, 1- i -

", 0- k- Nj 1

N

Necessarycondition: GF (g) needsatleast’' N nonzeoentries |[qj 1, "N

N

Related: MDS convolutionalcodes(Rosenthak York 1999)
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EXAMPLE: NON-CONCURRENT IDENTIFICATION OF TWO ERRORS (1)

Delay
\d

X[t] @ _

Stateevolution (in GF(41)) for original system:
qlt+ 1] = Aqftl+bx]
0001 1.
1001 0
0010 0

Detectandidentify two errors )  Use4 additionalvariables

Note: N=5"=8) N” =40

Goal:
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EXAMPLE: NON-CONCURRENT IDENTIFICATION OF TWO ERRORS (2)

~

Primiti ve elementin GF(41): g = 7 generatesll nonzercelements

7,727,747, 7,7, 7,7, 7% ::,g= 17,815 2338 20 17 37. 13 9, :::g

Choose:

11 1 1.
38 20 17 374
931 2 167"
14 5 34 18

A =

2
M = V(382017 37)= E

o O o
© o X O
X
N

Set:

37 20 29 28.
38 23 12 34
7 21 25 21
40 17 15 39

2
C = i MWV7T7s 15;23)=E

2

21 16 36 18.
71840 7
23 18 12 37
32 31 36 21

Mi 'AM =

A
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EXAMPLE: NON-CONCURRENT IDENTIFICATION OF TWO ERRORS (3)

Stateevolution in GF (41)for redundantimplementation:

2 2
000100 0 0. 1°
1 00 1,0 0 0 0 0
01 0000000 0
80010 00 00 0
anlt+ 1= 8554 25 921 16 36 1g¢nltl+ g 572l
37 16 27 26| 7 18 40 7 8
38 33 5 29|23 18 12 37
7 9 25 17|32 31 36 21
Syndrome matrix:

S=M! S S; S, S3 S
| {z }
Q

whereS;, = V(7x*; 8x*; 15¢*; 2*; 3&*: 2k *; 1%*; 3%*) ;. x = 37

Efficient decoding: Slight modificationallows the useof PGZalgorithm




NON-CONCURRENT PROTECTION OF FSM s
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X[1]
E X[N-1]
t=0 t=1 t=2 t=N

State-transition fault: Transienfaultduringt = 1 affectsstateevolution

Objectives:
2 Captureboundedchumberof state-transitiofiaults
2 Minimize overheadn redundantmplementation

2 Minimize overheadn errordetecting/correctingtage




FINITE-STATE MACHINE NOTATION

2 StateSet: Q.= fo; ;0.0 Input Set: X = fXq;Xo; 115 XKk

2 Statesviewedasvectors: Q, = fq);q?;::;;qPg
— E.g., b-dimensionakectorsin GF (2) (whereb, dog,Lesothat?’ L)

— Will use: d-dimensionalectorsin GF(q) (whereq’, L)

N 2 Next-StateFunction: +,(q\)) = #(q\;x), definedfor eachx 2 X




REDUNDANT IMPLEMENTATIONS OF FSM s

Original FSM

qslt + 1] = Haq,[t]; x[t])
q;[t] is d-dimensionain GF (q)

RedundanESM

[]

X[t]
—_—

D

apft + 1]= ¢(aqult]; x[t])
qy[t] is~ -dimensionain GF (q),

: 9
2 Concurrentsimulation: q.[t]= Lqy[t, L= I, 0 %
s _ Linear constraints
2 Encodingconstraints: qp[t] = Gqglt]; ﬁ d% %
2 Concurrent fault detection: Verify thatp[t]© Pqft]= 0, P = | i C I,

" =d+ s

Task: Appropriate¢ , for x 2 X suchthatG+,(q)) = ¢ ,(GqV) forall qi) 2 Q,

/




SIMPLE EXAMPLE OF REDUNDANT FSM IMPLEMENTATION (1)

2 3
— g qhs[t] g

Notation: t
qh[ ] th[t]

(qns[t] is d-dimensional, q;,[t] is s-dimensional)

Under normal conditions: (i) qus[t] = qs[t] (original state)

(ii) qn[t] = Cq,ft] (constraints)

Possiblenext-statetransition mapping: For eachinputx 2 X

; i'sc(qhs[t]) ;
—\Yhs

Verify:  Underfault-freeconditions(assumingappropriatenitialization)
2 3

wltl= Galt]=1 (3all ) alt+1]= Galt+ 1]




SIMPLE EXAMPLE OF REDUNDANT FSM IMPLEMENTATION (2)

-

Mapping ¢ , (definedfor eachinput x 2 X):

a0
| d ——q_[1-
: °
: s I
i q [t+1]
| :hr | |
| _>( CdX> i NCMUIE
! ! | "l

“Memoryless” construction: q,[t] notusedin next-stategeneration




MORE GENERAL CLASS OF REDUNDANT FSM IMPLEMENTATIONS

2 3
— g qhs[t] g

Samenotation:  qft
[ ] qhr [t]

Next-statetransition mapping: Foreachinputx 2 X

é 4 (@lt])? Az Caplt]© Assq, ] %
¢ x(qh[t]) -
Cx,(qns[t])? (CA12,C© Ay C)qps[t] © (CA1n © Any)qp,[t]

Verify:  Underfault-freeconditions(assumingappropriatanitialization)
2 3

wll= Gall=2¢ial]l )  alt+1]= Galt+ 1]




f BLoCK DIAGRAM DESCRIPTION OF REDUNDANT FSM IMPLEMENTATION \
Simplifications: (i) Ap, =0 forall x2 X
(II) A22x = Ay forall x2 X
Mapping ¢ , (definedfor eachinput x 2 X):
i qh[t]
\ J




NON-CONCURRENT CHECKING IN FSMs (1)

V/Step N-k;
Step O Step N
H —H —>
/ Check
Avie, pINI=Pq [N]

Goal: DesignredundanESMimplementatiorsothatknowledgeof p[N ]

allows usto detectandidentify error(s)in interval [O; N ]

Need: Foreachfault(j), identify
2 Value(v;)

2 Statevariable(e; ) . Error correctioninvolvesresetingpaststates/outputs

= VAN I NRRRRRRRRAY ©©

2 Step(N i k)




NON-CONCURRENT CHECKING IN FSM s (2)

Error model: Faultj corruptsthei ;jth statevariableby v; duringstepN | k;

AN i k1= wiNj k] © ve
fault-freestate

Err or propagation: At stepN, q/[N]= qu,[N]©e

Nonlinear machine: Errore hardto characterize

Theorem: Syndromep[N]= vjAl;szeij

: D :
Generalizesto: | Syndromep[N]= vjA@zPeij

J=1

Again: Syndromep[N ] is alinearcombinationof columnsof

S= P ApP ALP @t¢ AY P
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RESULTING REDUNDANT FSM IMPLEMENTATIONS AND FUTURE WORK

2 Encodedembeddingsof FSMs:

— Reflectionof hardwarefaultsthrougherrormodels
— Generalizatiorof modularredundang andchecksunschemes

— Non-concurrentperiodicchecking

2 Relatedfutur e work:

— Rollback-basedorrection resource-efficiencissues
— Extensiongo verification, branchprediction
— Extensiongo distributed/decentralizesettings

— Otherapplicablechoicesof codingconstraintandredundantlynamics

— Flexibility in choosingA 15, or input-varying A1, and/orA,;,

-




FUTURE WORK

Overall objectve: Understanchndmanagecomple< dynamicsystems

2 Applications:monitoring,testing,verification,control
2 Distributedembeddedystems
2 Real-timesystems

2 Layeredcontrolarchitectures

) Applicability of error detection/correctiontechniques

) Implications to hardware redundancy architectural constraints




