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Abstract

In this paper, optimal control of linear time-invariant (LTI) sytems over unreliable communication links is studied. The motivation of the
problem comes from growing applications that demand remote control of objects over Internet-type or wireless networks where links are
prone to failure. Depending on the availability of acknowledgment (ACK) signals, two different types of networking protocols are considered.
Under a TCP structure, existence of ACK signals is assumed, unlike the UDP structure where no ACK packets are present. The objective here
is to mean-square stabilize the system while minimizing a quadratic performance criterion when the information flow between the controller
and the plant is disrupted due to link failures, or packet losses. Sufficient conditions for the existence of stabilizing optimal controllers are

derived.
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1 Introduction

One of the fundamental questions in control system theory
and design is the effect controller-plant communication has
on the performance of the control system. In this paper, the
medium of communication between the several components
of a control system is generically called a communication
network. The network is jointly used by sensor, actuator, and
controller nodes. The term Networked Control System (NCS)
is used to describe the combined system of controllers, ac-
tuators, sensors, and the communication network that con-
nects them together [1], [2], [3].

As illustrated in Figure 1, in an NCS, several components
of the system may communicate over the common network
that connects them together. Thus, there may be commu-
nication taking place between the sensor and the controller
nodes, among the sensors themselves, and the controller and
the actuator nodes. The purpose of this communication is to
improve the performance of the control system. The perfor-
mance may be a measurable quantity defined in terms of a
performance criterion, as in the case of optimal control or
estimation, or it may be a qualitative measure described as
a desired behavior.

The presence of a network brings in constraints in the design
of the control system, as information between the various
decision makers must be exchanged according to the rules
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Fig. 1. A prototype NCS.

and dynamics of the network. Our goal in this paper is to
study communication network constraints characterized by
link failures, and design the control system so as to do its
best given these constraints. The basic model we introduce
here focuses on the unreliable nature of the links in both
directions, see also Figure 2. Some of the most relevant
papers sharing this theme are [4], [5], [6], and [7].

In a network, link failures cause the information flow be-
tween the controller and the plant to be disrupted, which
results in control and/or measurement packets being lost.
Packets may also be lost due to congestion. Link failures,
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on the other hand, may occur due to the unreliable nature of
the links, such as in the case of wireless networks. Whatever
the reason, this disruption of communication has a deterio-
rating effect on the networked control system performance.
Therefore, it is important to develop an understanding of
how much loss the control system can tolerate before the
system becomes unstable, or in the case of estimation before
the estimation error becomes unbounded. Also, if the statis-
tical description of the link failure process is given a priori,
a problem of interest is to determine the optimal control and
estimation policies under the link failure constraints.

Note that, packet losses may occur both from the sensor to
the controller, and from the controller to the actuator ! . In the
first case, the measurement packets are lost and therefore the
controller has access to the state intermittently. In the latter
case, the control or actuation packets are lost, and this causes
the actuator to have access to the controls intermittently. One
has to define what happens if the actuator does not receive
a control packet at a given time. There are two potential
actions for the actuator in this case. First one is to apply “zero
control”, and the second one is to apply the “last available
control”. The latter action is equivalent to the zero-order hold
(ZOH) action in continuous time, whereas the former action
can be justified by observing that zero control would cost the
least amount of control energy among all possible control
actions. In this paper, we assume “zero control” action by
the actuator in case the controller-actuator fails, [4], [5], [7].

In Section 2, we model the unreliable nature of the links
by a Bernoulli process, where links fail, or packets are lost,
independently. The type of communication protocol used
for plant-controller communication affects the information
structure of the problem. More specifically, it is important
to distinguish between the case when the controller receives
an acknowledgment for each control packet it sends to the
actuator, and not. In the Internet, for example, since every
packet in TCP (Transmission Control Protocol) is acknowl-
edged [10], the structure of the controller in this case is dif-
ferent than the case when the control packets are sent over
a best-effort, or UDP (User Datagram Protocol) type net-
work [11].

With this stochastic structure, and under the induced in-
formation structures, the goal is to determine a stabilizing
optimal control policy with the objective of minimizing a
quadratic performance criterion.

The rest of the paper is organized as follows. We introduce
the TCP and UDP information strcutres and the correspond-
ing optimal control problems in Section 2, where we also re-
view some of the most relevant work. The finite and infinite-
horizon optimal controllers under TCP and UDP informa-
tion structures are derived in Sections 3 and 4, respectively.
We present somer numerical simulation results in Section 5,

1 The estimation problem has been studied in [8], [9]. Thus, here
we concentrate on the control problem.

and the paper ends with the concluding remarks of Section 6,
where we also disuss some future research directions.

2 Problem Formulation

Consider the NCS shown in Figure 2, where the links con-
necting the sensor to the controller, and the controller to the
actuator are prone to failure.

Actuator Controller T Sensor

Fig. 2. An NCS with unreliable links.

The plant is described by the discrete-time dynamics:
Tr+1 = Az + apBug +wg, k=0,1,... (D)

where z;, € R™ is the state, u € R™ is the control. We
assume that m < n. The disturbances, w; € R™, are inde-
pendent zero-mean second-order random vectors, also inde-
pendent of {« }, and the initial state ¢, which is a random
vector with a given probability distribution P,,. Let ¥ de-
note the noise covariance matrix ¥ = E{wyw; }.

The stochastic process {ay} models the unreliable nature
of the link from the controller to the actuator. Basically,
ar = 0 when this link fails, i.e. the control packet is lost,
and oy = 1, otherwise. Note that, this corresponds to the
“zero control” action by the actuator. We let {a } be ani.i.d
Bernoulli process with Play = 0] = «, and Play, = 1] =
l-—a:=a.

The link from the sensor to the controller is prone to failure
as well, but potentially with a different probability, 3. Thus,
the controller has access to the state intermittently:

yk:ﬁkxka k:0a17 (2)

Here the process {3} is an independent Bernoulli process
with parameter 3, i.e. P[B; = 0] = 8,and P[Br, = 1] = 1—
0 := [B.We assume that { ;. } and {3 } are also independent
of each other, and both processes are also independent of
the plant noise {wy}, and initial state x.

Note that in our formulation, when the controller-actuator
link fails the entire control vector is lost. Similarly, the failure
of the sensor-controller link causes the entire state vector to
be lost. This, although a realistic in scenario in many cases,
does not capture the more general scenario in which each
actuator and sensor has a dedicated link which may loose
packets.



Also, there is no measurement noise in this basic model.
The rationale for not including any measurement noise is
the assumption that the communication between the sensor
and the controller is taking place at the network layer, where
the packets sent are either received or lost. Alternatively,
one can think of the sensor and the controller connected
through a binary erasure channel with infinite capacity, i.e.
no quantization or encoding of the state [12].

Let I; denote the information available to the controller at
time k. It is important to distinguish between two scenarios.
In the first one, the controller at time & knows if the control
at time k — 1, ug_1, has been successfully transmitted or
not. In the second case, the controller does not know if any
of the previous controls has been successfully transmitted
or not. In other words, a1 is part of the information set
I}, of the controller in the first case, whereas no o belongs
to any of the information sets of the controller in the second
case. Over a network, the first information structure can be
justified if there is a mechanism in which acknowledgment
packets are generated by the actuator to signal the successful
receipt of control packets. In the Internet, since every packet
in TCP is acknowledged, we call this information structure
ITCPIf, on the other hand, the controller and the actuator
are linked through a best-effort or UDP network, it is not
possible for the controller to know if any of its past controls
have been applied by the actuator or not. We denote the
resulting information vector of this controller by I/P¥. We
have

I]gJDP =

~7uk71;ﬂ0a"'aﬁk) (3)

Yo, - -+ Yk; U0, - -
,k=1,2,...

I5°" = (yo, Bo)

In TCP, IF“F includes (av, ..., ax_1) as well, i.e.
TCP UDP

Ik :(Ik ;()40,...,0[]@71),]{?:1,2,...
[rer — puor

Note that 3, is included in the information set of both con-
trollers, as the controller can identify 55 unless x; = 0 in
which case no control action is required. Also, in both cases
we assume that the controller has access to its past actions.

Consider the class of policies consisting of a sequence
of functions = = {uo,u1,...,pun—1}, Where N is the
decision-horizon, and each function g, maps the informa-
tion vector IYPP (or IFCF) into some control space Cy, i.e
ug = pr(Ix). Such policies are called admissible. We want
to find an admissible policy that minimizes the quadratic
cost function

N-1
J.=F {xEFxN + Z xf@xk + akufRuk}
k=0

subject to the system (1) and measurement (2) equations. We
assume that R > 0,Q > 0, F' > 0. Note that the control uy
is penalized only if it is applied to the plant by the actuator.

In what follows, we first solve this optimization problem
in finite-horizon, and obtain the structure of the optimal
control under both TCP and UDP information structures.
Subsequently, we establish explicit conditions, and easy-to-
check tests for the existence and stabilizability properties
of the infinite-horizon controllers. But first, we review the
relevant literature.

2.1 Reevant Work

In its present form, the optimal control problem with TCP
information structure, resembles the optimal quadratic con-
trol of a jump linear system. Suppose, in addition to 7%,
a is also known at time k. In this case, the problem can be
studied in the framework of jump-linear systems [13]. Solu-
tion of the JLQG (jump linear quadratic Gaussian) problem
relies on the fact that the so-called form process is observ-
able. The form process is the underlying Markov process
that takes values in a finite set. With the inclusion of o into
the information state, the optimal controller can be obtained
directly from [13], also see [14].

Another way of looking at the problem is in the context
of uncertainty threshold principle [15], [16], [17], [18]. In
particular, if we assume perfect state measurements, i.e. 3 =
0, the linear system with the quadratic cost structure fits into
the framework of [18]. When the controller has access to
the state intermittently, however, the solution of [18] cannot
be used.

A more recent attempt with a similar formulation is given
in [5], where the information structure of the problem is
IVPF However, rather than obtaining the optimal solution,
the author proposes to separate the estimation and control
to simplify the solution. The sub-optimal solution is then
obtained with an intuitive construction of a controller and
an estimator.

This work also relates to a recent work by Sinopoli, et. al. [9],
in which estimation counterpart of the problem posed here,
i.e. optimal estimation of an LTI system with intermittent
observations, is discussed. The problem of optimal recursive
estimation with missing observations was first introduced by
Nahi almost half a century ago [8].

3 Optimal Control over TCP Networks
3.1 Finite Horizon Optimal Control

Consider the plant dynamics (1) along with the measurement
equation (2). The objective is to minimize the quadratic cost

N-1
J.=F {x%FlN + Z :L{ka + akufRuk}
k=0

over m = {puo(IF°P),..., un—1(I5T)}. From the
dynamic-programming (DP) equation [19], we obtain the



cost to go from stage N — 1

IN1(TCT) = E{af,_ Kn_1an [ IFCT
+E{e}y_1Pn_1en1|IZCT
+E{wy_Fwy_1}

where ey, := xz; — Iy IS the state estimation error, and the
estimator zj is given by

iy, = E{xi|ITCT}
The optimal policy for the last stage is
uy_, = —(R+ BTFB) 'BTFAE{xN_1|I5°T
where Ky _; and Py_; are given by

Py_1=aA"FB(R+ BTFB)"'BTFA
Ky-1=ATFA+Q - Py_1,

The DP for the next stage yields
JN72(I]7\;€§) = min E{x%ilKNflfol
UN—2

—l—ézuj]\}_QRuN,g + :L',]A}_QQI'N,Q
+ej_1 Pyoten 1 [IF9Y
+E{w%_2KN_1’LUN_2}
+E{wk_ Fun_1} 4)
Note that we can exclude the last term from the minimiza-
tion with respect to u_o, as there is no dual effect of the
control [20], i.e. xy — E{xzx|IF°T} is not a function of
the past control u_; due to the acknowledgments in TCP.

Proceeding similarly we obtain the optimal policy for every
stage:

uf = GrE{x|IF°F}
where the matrix Gy, is given by
Gr=—(R+B"K;;1B) 'BTK} .1 A

with the matrices K, given recursively by the Riccati equa-
tion (RE)

Py :@ATKk+1B(R—|—BTKkHB)_lBTKkHA (5)
KkZATK]H_lA—Pk—i-Q (6)
with initial conditions K = F, Py = 0. Since the sepa-
ration of estimation and control holds, the estimator part of
the controller can be designed separately, and in our case,

since there is no measurement noise, it takes the following
form, where 2o = Ep, {zo} if By = 0, otherwise &y = zo:

AZp_1 + a1 Bug—1 , 08 =0
k =
Tk aﬁk =1

3.2 Infinite Horizon Optimal Control

Since noise is non-zero, in order to achive a finite cost as the
number of decision stages increases indefinitely, we change
the performance criterion to the infinite-horizon average cost
criterion given by

N-1
1
Jr = lijrvn sup NE { Z xf@xk + akufRuk}

We first investigate the asymptotic properties of the matrix
RE (5)-(6), which by substituting for Py, and reversing the
time index, can be written as

Kiy1 = ATKy A — aAT Ky B(R+ BTK;.B) ' BTK, A
+Q

In [15], a necessary and sufficient condition for stability of
this equation is given when B is invertible, which we restate
here for convenience.

Lemmal Let B be square and of full rank, and (A, Q'/?)
be observable. Then, { K} converges to a unique positive
definite steady-state solution K if and only if \/a A is as-
ymptotically stable.

Requiring B to be invertible is rather restrictive, as it means
that the control is of the same dimension as the state, but it is
useful to have an explicit condition of stability in terms of «
for the special case when B isinvertible. A weaker condition
for convergence, when B is not necessarily invertible, is
derived in [18], which we state in the next lemma.

Lemma2 Let (A, Q'/?) be observable. Then, the Riccati
equation K;, converges to a unique positive definite steady-
state solution K if and only if the following Riccati equation
converges fromthe initial condition Ay = 1

Ak+1 = ATAkA — @ATAkB(BTAkB)ilBTAkA

In the case when B is invertible, using Lemma 1, we con-
clude that the sequence { K} generated by the RE (5)-(6)
will converge if and only if

max|\(4)] < —= ©

where A;(A) is an eigenvalue of A. Thus, as the failure
rate o« becomes larger, the bound becomes tighter, reaching
the stability condition of A, when o« = 1. When B is not
invertible, a similar statement can be made, however there is
no explicit condition that one can impose on the eigenvalues
of A in the form of (7).

Next, we investigate the stability of the closed-loop system.
Using the TCP estimator from Section 3.1, we first write a



recursion for the state estimation error:

Aej_ _ =0
Ek:{ ex—1 +wr—1 , 5% (®)

0 aﬁk:]-

As it turns out, the mean-square (m.s.) stability of the esti-
mation error is independent of that of the state, =, in this
case. So, we arrive at the following:

Theorem 3 Let (A4, Q'/?) be observable. Suppose

1
pm = max | Ai(4)] < 7

and (a, A, B) are such that the Riccati equation, A, given
in Lemma 2 convergesfrom Ay = I, or in case B isinvert-
ible eigenvalues of A are such that

M<mm&%i%} ©)
Then:

(a) There exists K > 0 such that for every Ky > 0,
limg_. o, K = K. Furthermore K isthe unique solution of
the algebraic matrix equation

K=ATKA+Q-aATKB(R+ BTKB) 'BTKA
within the class of positive semidefinite matrices.

(b) The corresponding closed-loop (CL) system is stable;
that is, the 2n-dim. system [z, ex]” remains bounded in the
mean-square sense.

Proof: Part (a) follows from Lemma 1 (or 2 if B is not
invertible). For part (b), from (8), we see that E{||ex||*}
remains bounded if and only if the spectral radius of A is
bounded by
1
an < —
VB

Now, the closed-loop system evolves according to

Zr+1 = (A + a BG)z, — ai BGey, + wy,
where G = —(R + BTKB)~!BTK A. Note that, the es-
timation error covariance E{||ex||*} is uniformly bounded.

Thus, the state, x, will remain bounded, if and only if the
the linear system

&kt1 = (A+ apBG)E (10)
with the initial condition £y = g, is stable in the m.s. sense.

By (9), and Lemma 1, the sequence generated by the RE
converges. Thus by the DP equation (or direct substitution)

we can verify the following useful equality

K=aG"RG + aATKA+ a(A+ BG)"K(A+ BG)
+Q (11)

We will now show that the system (10) is mean-square stable,
which in turn will imply that E{||z||?} is bounded. We
have for all &, by using (11)

B{¢l 1 K& — §L K&} = E{&) (AT KA — K)&,}
+E{acl(A+ BG)TK
(A+ BG)&}
=—E{¢ (Q + aG" RG)&:}

Hence
E{& K&} = B{&) K&o}

k
~ " B{eN(Q + aGTRG)E )

=0

Since the left-hand side of this equation is bounded below
by zero

Jim E{H(Q +aGTRG)&} =0

Since R > 0, in view of the observability assumption, we
must have E{||¢x||*} — 0. Therfore, we conclude that
E{||xx||?} is bounded as k& — oo. O

4 Optimal Control over UDP Networks
4.1 Finite Horizon Optimal Control

Consider the linear system dynamics (1)-(2) along with the
quadratic cost structure. Now, we want to find the optimal
controller under the UDP information structure, P It is
easy to see from the DP equation for the last stage that the
optimal control policy for the last stage is identical to that
in the TCP case:

IN1(INPT) = E{aly _ Kn_1ona[IRPT
+E{eN_1Pv_1en1|IR"T

+E{wk_Fun_1}
where K1 and Py_; are as given in Section 3.1, and
uy_ = —(R+BTFB) 'BTFAE{xyn |IY"T
The DP equation for period N — 2 is identical to (4) with
ITCP replaced by I{PF. However, this time we cannot

claim that the control does not have dual effect [20]. In order
to see the extent of past control u y_o’s effect on the future



state estimation error, we expand (4), and after some algebra
we arrive at the following equation:

IN-2(IN25) = E{a}y o AT Ky 1 Azy 2| IND5
+E{zy_5Qun—2|INTY
+8E{eN_oAT Py 1 Aen 9| IFPF
+a min [uX _sBTKyn_1Bun_o

—|—uf,72(R + aﬁBTPN_lB)uN_Q

+24% AT Kn_1Buy o]
+E{wy Ky 1wy _2}
+E{wk_Funx_1} (12)

Minimization in (12) yields, with &), = E{z;|IYPF}:

uy_o=—(R+B"(Kny_1+aBPy_1)B)""
BTKy_1A&N_>

Substituting the control back, we obtain

IN-2(IN25) = E{x}y_oKn—sxn—o|Ig75
+E{eX_,Py_1en_o|I¥PF
+E{wy_oKn_1wn_2}
+E{wk_Fuy_1}

Proceeding similarly we obtain: u; = G where
Gr=—(R+ BT (K1 +afPy1)B) 'BTK 1A (13)

with K and Py given recursively by the coupled Riccati
equations

P, = @ATKk+1B(R + BT(KkJrl + aﬁPkJrl)B)*l
x BT Kj 1A+ BAT Pry1 A (14)
Ky =ATKj 1A~ Py + BATPop1 A+ Q (15)

with initial conditions Ky = F', Py = 0.

Note that, although the control has a dual effect [20] under
the UDP information structure, the optimal estimator can
still be designed separately:

&y = (16)

AZp 1 +aBug_y B =0
Tk B =1

where 2o = Ep, {zo} if Bp = 0, otherwise Z¢ = xo.

4.2 Infinite Horizon Optimal Control

We again replace the objective function with the infinite-
horizon average cost criterion given by

N—1
1
Jr =limsup —F E xf@xk + akugRuk
N—oo N
k=0

Let us start by investigating the asymptotic properties of
the coupled Riccati equations (14)-(15). First, we present a
negative result, which shows the necessity of the condition
of Theorem 3.

Lemma4 Let (A, Q'/?) be observable. Suppose

max X (A) Zmin{%,%}

Then, {P,} and {K} generated by (14)-(15) diverge as

k — oo.
Proof: Reversing the time, from (14)-(15) we have

Poy1=BATPLA+ (1 — a)AT(K), — My)A
Kip1 =aATK A+ (1 — a) AT MA+Q (17)

where

M, = K}, — K;B(R + BT (K}, + o3P,)B) ' BT K,
> Ky — K;B(R+ BTK,B)'BTK}, := M,

It is known that under the assumption of (A, Q'/2) observ-
able, Mj, > 0. Thus,

K1 > aATKLA+Q (18)

It follows from (18) that since (A, Q'/?) is observable, if
\/aAis notasymptotically stable, { K } divergesas k — oc.
Also, since K — My > 0,

Pyy1 > BAT P A

which indicates that unless v/3A is asymptotically stable,
{ P} will diverge. O

Hence, we conclude that the condition (9) of Theorem 3 is
also necessary for the convergence of the Riccati equations
(14)-(15).

In order to find a sufficient condition for asymptotic stability
of the RE (14)-(15), we proceed as in [18], where it has been
shown that the mean-square stabilizability of the system (1)
with a stationary control law of the form

Uk = Gi’k



where i, is the optimal estimator given by (16), is sufficient
for the convergence of the Riccati equations (14)-(15) from
Ky =0, and Py = 0. Then, one can relate the mean-square
stabilizability of the system (1) to an auxiliary optimal con-
trol problem of minimizing the terminal state, £{||z ||},
for a given N > n, where n is the dimension of the state.
Note that the solution of this problem may not be unique,
and it corresponds to the optimal controller under the UDP
information structure with @ = R = 0, and F' = I. Thus,
we arrive at the following result.

Lemma5 Let (A, Q'/?) be observable. Then, the coupled
Riccati equations (14)-(15) converge if and only if the fol-
lowing coupled Riccati equations converge from the initial
condition Ay = I,1I = 0:

Ak+1 = —@ATAkB(BT(Ak + OéﬂHk)B)ilBTAkA

+ATALA (19)
1 = aAT AL B(BT (A, + aplly,)B) ' BT AL A
+BATII,L A (20)

Proof: The proof follows from Theorem 5 of [18], and the
preceding discussion. O

For a given pair of failure probabilities («, 5), Lemma 5
provides a test for checking the convergence of the Ric-
cati equations (14)-(15) from an arbitaty initial condition
Ky = F > 0. However, analytical calculation of the stabil-
ity region is not possible due to the nonlinear nature of the
Riccati equations (19)-(20). Nevertheless, as we show next,
in the case when B is invertible, it is possible to find suffi-
cient conditions for the convergence of these equations by
bounding the recursion of (A, IT) from above by a linear
recursion. For this purpose, we first state a rather obvious,
but useful, result.

Lemma6 Letthe matrix recursions
Xip1 = T1(Xk, Yi), Vi1 = To(Xg, Yi)

be given, where X, Y are symmetric matrices of the same di-
mension. Suppose there exist monotonically increasing func-
tions L1(X,Y), L2(X,Y) such that for all symmetric X,Y

Tl(X,Y) < Ll(XaY)
TQ(X7Y) < LQ(Xa Y)

Then, starting with Xo = X,,Yy = Y, we have
X < :Xk,Yk < Y, for all £ > 0 where Xk+1 =

Ly( Xk, Vi), Vier1r = Lo(Xg, Ya).

Proof: The proof follows by induction. Say at time k, we
have X < X3,Yr < Y. Then

X1 =T1( Xy, Vi) < L1( X, Vi) < Ll(-%ka?k) = X:kJrl
Yir1 = T1( Xk, Yi) < Lo(Xg, Yi) < Lo(Xk, Yi) = Y

O

The next lemma shows how to bound the recursions of
(A, II) from above by linear recursions when B is n x n,
and invertible.

Lemma7 Let B beinvertible. Then, the sequence of matri-
ces (A, I1;) obtained from the linear recursions

Apy1 = aATALA + aaBATTILA (21)
Oy =aATARA + BATITLA (22)

with theinitial condition (A, I1y) = (I, 0) are such that
Akgl_\k, Hkgﬁk, fOI’a“k‘ZO
where (A, I, ) are generated by (19)-(20).

Proof: Using the property that B is invertible, the updates
(19)-(20) can be simplified to

Api1=ATALA — AT AR (Ag + afTT,) TALA
M1 = BATILA + @AT A (Mg, + afI,) T ALA

Note that, the update for IT;, can be written as
i1 = aAT A/ AL % (A + afBT,) " TAL 2N/ A
+BATTILA

Next, we claim that for all £ > 0
AP (Mg + aBIL) AP < T

To see this, let LT = A,lc/z, and rewrite the inequality as
LE(Ly LT + apIy) 'L, < T

The inequality follows from the fact that 11, > 0, Vk > 0.

The update for A can similarly be written as

A1 =—aAT [Ay — Ap(Ay + aBIL,) 1A,] A
+aATALA

Now, we claim that
Ak — Ap(Ag + aBTT) T AE < aBl,
Let I'y, = aBII,. Then the condition is equivalent to
Ap — Ap(Ap +Tp) PA, < T
where A, > 0, and I'y, > 0. If T'y, = 0, the inequality holds
with equality. If I'y, > 0, we use the matrix inversion lemma

to rewrite the inequality as

AT >T = A >0



thus completing the proof. O

Remark 8 If A is scalar, the condition for convergence of
the linear recursions (21)-(22) is given by

which can be expressed as
1 1/4
A<(a2(2—a)ﬁ) (23)
?(2—a)BA* — (a+ A2 +1>0 (24)

In general, the convergence of the Riccati equations (14)-
(15) is not sufficient for the optimal UDP controller to be
stabilizing. However, under the observability assumption it
can be shown that the closed-loop system is m.s. stable.

Theorem 9 Let (A, Q'/?) be observable. Suppose that the
Riccati equations (19)-(20) converge from the initial condi-
tion (1, 0). Then:

(a) Thereexist K > 0, P > 0 such that for every Ko > 0
and P, = 0, we have

lim Ky = K, lim P, = P

Furthermore K, P are the unique solutions of the algebraic
matrix equations:

P=aA"KB(R+ BT(K + apP)B)"'BTK A
+B8ATPA
K=ATKA—-P+3ATPA+Q

within the class of positive semidefinite matrices.

(b) The corresponding closed-loop system is stable; that is,
the 2n-dimensional system [z, ex]” remains bounded in the
mean-sguare sense.

Proof: Part (a) of the proof follows from the preceding dis-
cussion. For part (b), first note that for a given n x n matrix
S, we have

E{engk + ngTeka} = E{xf(S + ST)xk
—2F(S + ST x| I}
= E{(z — 2)T (S 4+ 8T)
X (xp — )| I}
=E{el (S + ST)er} (25)

Now, write

E{al  Kapir — af Koy + ey Pegy1 — ef Peg}
— _E{«T(Q + aGT RG)zy + acl GT RGey} (26)

where we made use of (25), and the following equalities

K=aATKA+a(A+ BG)'K(A+ BG)
+aGT (R + aBBTPB)G + Q
P=aATKA—-a(A+ BG)'K(A+ BG) + BATPA
~aGT(R+aBBTPB)G

which can be verified by direct substitution.
Summing (26) over k yields
E{z} Kxpp1 +epy Pepy1} = BE{x{ Kzg + el Peo}

k
—> EB{z](Q + aG" RG);}

=0

k
+>_ E{e] (aG"RG)e;} @7)
=0

Since, for Z > 0, BE{z} Zz} > E{el Zes}, from (27)
we can write

E{af,  Kap + ety Pegi1} < B{al Kao + el Peo}
k
" E{z](Q+ aBGTRG)x;}

=0

Since the left-hand side of this inequality is bounded below
by zero, it follows that

Jim E{2T(Q + afGTRG)x,} =0

Since R > 0, in view of the observability assumption, we
must have E{||x||?}, and E{||ex||?} bounded unless o = 1
org=1.0

Before closing our account on this section, we illustrate
the range of link failure probabilities, («, 3), for which the
system can be stabilized under the optimal TCP and UDP
controllers. In Figure 3 we plot the stability region in the
a-(3 plane for a scaler plant with A = /2. The solid line in
Figure 3 is the condition (24) of Remark 8, and the system
can be stabilized if the actual failure probabilities on the links
are between this curve, and the « and 5 axis. Note that this
curve represents only a sufficient condition for the optimal
UDP controller to be stabilizing. The dashed lines in Figure 3
describe the region of failure probabilites for which the TCP
controller can stabilize the same plant with A = /2. This
condition is both necessary and sufficient for the optimal
TCP controller to be stabilizing as per Theorem 3.

In order to investigate the effect of the plant parameter, A,
on the stability region, in Figure 4 we plot the region of
failure probabilities for a plant with A = 2. Note that, as
the plant becomes more open-loop unstable, the stability
region becomes smaller. This is an expected result, because
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Fig. 3. Region of failure probabilites for which the optimal TCP
(dashed) and UDP (solid) controllers can stabilize a plant with

A=V2.

intuitively the more open-loop unstable a plant is, the more
frequently we need to observe and control it.
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Fig. 4. Region of failure probabilites for which the optimal TCP
(dashed) and UDP (solid) controllers can stabilize a plant with
A =2

5 Numerical Solutions

In this section, we present some numerical results we ob-
tained in Matlab to compare the performance of the optimal
controllers in the TCP and UDP cases as the link failure
probabilities, o and 3, are varied. Consider the following
open-loop unstable scalar plant

Tht1 = 2T + apup + wg (28)

where A = 2, and B = 1. Let the noise process, {wy}, be
zero-mean with variance 02, = 1. The inital state is also

zero-mean with variance o2 = 1.

If we let @ = R = 1, the Riccati equation in the TCP case
is equivalent to

(1—-40)K? —4K —-1=0

with the positive solution

K — 24+ 4+ (1 —4a)

1 — 4«

assuming 1 — 4o > 0, i.e. a < %. In terms of «, the gain of
the infinite horizon TCP controller can be calculated as

2K 442,41 (1-14a)
1+ K 3—da+ 4+ (1—4a)

G:

In the UDP case, the coupled Riccati equations are given by

(1—46)(1 — 4o — 48 + TaB)P? —
(1-46)(14—-8a)P+4(1—a)=0

L -4p)P-1)=K

One can solve for (K, P) in the above equation, and sub-
stitute it into the expression for the gain of the infinite hori-
zon UDP controller to find the optimal stationary feedback
control policy in the UDP case.

Note that for the estimator to be stable, in the TCP case, we
need A < —=, which for A = 2 implies that 3 < 1.

VB

We next, simulate the optimal control laws for both type of
protocols, as we vary « and 5. The UDP controller seems to
stabilize the plant only when approximately o < 0.18 and
B < 0.13, wheras the TCP controller has a larger stability
region in the a-3 plane, as expected.

We fix the decision horizon, N, to N = 100, and simulate
the linear system (28) under the TCP and UDP controllers.
Figure 5 shows the typical sample path behavior of the state,
x, under the TCP (solid curve), and UDP (dashed curve)
controllers. In Figure 5, the drop probabilities on the links
are taken to be (o, 3) = (0.15,0.10).

Finally, we compare the sample path average costs under
both controllers by averaging 100-stage average sample path
cost over 1000 sample paths of the plant process. This yields

JTCP ~15.77, JUPP ~ 25.44
We clearly have JT¢P < JUDPP since the TCP controller

has access to more information than the UDP controller
resulting in a smaller average cost in the TCP case.
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Fig. 5. Typical sample path of the plant state, x, under TCP and
UDP controllers.

6 Conculusions and Discussion on Some Extensions

In this paper, we introduced the problem of optimally con-
trolling a linear discrete-time plant when some of the mea-
surement and control packets are missing. We made the as-
sumption that the packet loss processes are simple inde-
pendent Bernoulli processes with control and measurement
packets being lost independent across time. In this setting,
we showed that the optimal control depends on the informa-
tion structure of the controller, which in turn depends on the
characteristics of the underlying network. Under a network
structure that supports acknowledgements, we have shown
that the optimal control law that minimizes a quadratic per-
formance criterion is linear, and can be obtained by dyanmic
programming. Moreover, the Riccati equation that describes
the evolution of the controller gain, is a modified version of
the standard Riccati equation with a scalar parameter that
accounts for the packet loss probability on the network links.
If the underlying network does not support acknowledgment
packets, we have seen that the optimal control remains lin-
ear, if there is no noise in the observations. However, with
no acknowledgments, the Riccati equations that describe the
evolution of the controller gain, become a coupled set of
two matrix recursions, and we derived conditions for the
convergence of these coupled Riccati equations.

There are several ways the results of this paper can be ex-
tended. We enumerate below some specific problems:

(1) One can investigate the case when the actuator applies
the “last available control”, as opposed to “zero con-
trol”, when the control packet is lost. This extension
requires extending the state-space model of the system
to

Tht1 = Axp + o Buy, + (1 — Ock)Bfk —+ W
Er1 = e + (1 — ag)ug

where & is the state variable that keeps track of the
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last applied control by the actuator. Defining a new
state 7 = [z &]T, we can write the above system
in state-space form as follows:

Anxn (]- - ak)BnXm
akI7erm

OékB

(]- - ak)Ime

Tpt1 =

mXn

+ U +

In><n ‘|

W
Oan
where I, xm, and 0,,«, denote the m x m identity
matrix, and m x n zero matrix, respectively. The opti-
mal controller in the TCP case can be dervied follow-
ing along the lines of the derivations of Section 3.1.
Since we have access to a1, there is no dual-effect,
hence the only difference between this case and the
zero-control case of Section 3.1 is the randomness of
the plant matrices (A(ax ), B(ay)) through ary. There-
fore, the Riccati equations (5)-(6) describing the opti-
mal TCP controller will remain the same with the ma-
trices (A, B) replaced by their counterparts (A, B):

A aB
0 (1-—w)l

5 [(1—a)B

al

The UDP case is more involved due to the dual nature
of the control in this case. In this case, one has to fol-
low along the lines of the derivations of Section 4.1 by
expanding the future estimation error terms in the cur-
rent cost-to-go function. This expansion needs to take
into account the random nature of the plant matrices
(A(owk), Bla)).

(2) Another extension of this paper is to study the noisy
measurements case, where the measurement equation
(2) is replaced by

Yk = Br(zk + vk)

where {v} is a zero-mean i.i.d. Gaussian random
process. Note that only the sensor measurements are
noisy, not the packet drops. This problem can be easily
solved under the TCP information structure, and the
state estimator can be shown to be linear in the best
estimate of the state because of the acknowledgments
in TCP. The UDP case is more difficult due to the dual
nature of the control.
In general, the link failure process {«} can be corre-
lated. This correlation can be modeled as a two-state
Markov chain, where state HC corresponds to high con-
gestion (HC), and state LC corresponds to low conges-
tion (LC), as shown in Figure 6.

Now given the transition probabilities, («rr., g ),
between these states, the problem is to determine the

@)



l—o

=0y
Fig. 6. Two-state Markov-chain model for packet drops

optimal controller under the TCP and UDP information
structures. In the TCP case, since at time k, the con-
troller has access to a1, the solution can be obtained
by a direct extension of the derivation of Section 3.1.
If we do not have access to «,’s, on the other hand,
the derivation is analogus to the one in Section 4.1. As
in the derivation of the optimal UDP controller for the
uncorrelated case, one needs to expand the future es-
timation error terms in the cost-to-go function of the
current stage to see their effect on the current cost.
The quadratic nature of the cost-to-go functions will be
preserved, however the coupled Riccati equations de-
scribing the evolution of the cost will be more involved
containing the probabilities (8, arr, apm).
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